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DE.CM: Appendix C, Table 8: The definition of "Continuous Monitoring" has changed (from 800-
53A, Rev 4), and should be fully defined in this context. 
 

• AEM Recommends that NIST fully define and flesh out this concept.  

DE.AE-04: Appendix C, Table 8: The scope of impact must be pre-determined. Organizations 
waiting until an event happens is too late. 
 

• AEM requests more clarity from NIST on whether this section is addressing adverse events 
that have already happened or is this intended to look for potential future adverse events. 

• The text implies that it’s a previous event, but this is not stated. Perhaps there should be a 
separate goal detailing the response to an event that happened.  This issue could go into 
section RS - (Respond Section – Incident reports are triaged and validated by the 
organization) 

RS.MA-04: Appendix C, Table 9: Incident declaration role and criteria must be fully defined due to 
potential legal implications. This issue could be emphasized in GV.PO 
 

• The rush to declare an incident can create significant legal implications. There needs to be 
an objective (perhaps in GV) that requires us to determine who should declare an incident 
as well as provide fully details criteria for making any such declaration.  

• If this process is fully detailed, the result should help with potential insurance issues as 
well.  

PR.DS-9: Appendix C, Table 7: Data is identified/classified with handling paradigms consistent with 
risk tolerance. 
 

• AEM recommends that NIST reference the Governance section and place more emphasis 
on the how and they why (data handling with an emphasis on risk management). 

PR.DS-10: Appendix C, Table 7: Data-in-use might be better explained as "while processed" this 
seems redundant with 01, or 02. 
 

• Data-in-use is not a term that is an industry standard term. Would be better to use words 
that build clarity with the reader.  

Summary of Requests:    
 
AEM appreciates the opportunity to comment on the Public Draft. The equipment manufacturing 
industry recognizes the importance of establishing reobust processes and procedures for building 
out the nation’s cybersecurity infrastructure. Additionally, equipment manufacturers understand the 
value in working more closely with NIST to communicate the needs of industry during crucial 
policymaking decisions. To ensure new rules meet their objectives with accurate and complete 
data, AEM requests that NIST give consideration to the comment recommendations contained in 
this comment.  

 
AEM Appreciates your consideration of these comments. 
 
Please feel free to contact Jason Malcore, AEM’s Senior Director, Safety & Product Leadership at 

if you have any questions or require any further information. 
 
Best Regards, 



3 
 

 
Jason Malcore 
Senior Director – Safety & Product Leadership 
Association of Equipment Manufacturers (AEM 




