


   
 

   
 

basis for suppliers. These pieces do not provide implementation specifics on purpose but give an 
organization the ability to set goals which can then be mapped back to the right standards to match 
their unique environment and industry. There is risk that the implementation examples provided could 
be used as specific requirements which organizations may try to enforce without adapting to their 
organizational needs. We support the current path of CSF 2.0, which makes clear through 
implementation examples how CSF acts as a bridge between strategy and implementation rather than 
as a precise implementation standard on its own and believe strengthening that language would best 
serve to highlight the importance of flexibility in CSF 2.0 overall. 
 
Additionally, we recommend that some supplementary high-level language be included around how 
organizations adopt emerging technology. Currently, CSF 2.0 does allow flexibility in how Profiles can be 
used for addressing emerging threats or technologies, but it is limited in its guidance. The cyber risk 
landscape is constantly shifting with the introduction of new technologies that often result in significant 
upheavals in how organizations do business. This has posed issues for cyber security organizations which 
often are left addressing technology only after it has matured. However, the scope, scale, and 
interconnectedness of many of today’s emerging technologies—including post-quantum cryptography 
(PQC) and artificial intelligence (AI)—require organizations to stay ahead of the curve to best support 
the mission of their various enterprises. Deloitte recommends the CSF 2.0 include expanded language 
around how CSF Tiers and CSF Profiles can best be adapted to future technologies, with examples of 
how to approach adapting an existing CSF Profile to a new type of technology. By giving organizations 
the guidance for how to consider future trends, CSF 2.0 can be an invaluable resource and lead the way  
for organizations as they adapt to the emerging technology trends of tomorrow.  
 
We look forward to seeing the continued growth of the NIST CSF. 
 
Respectfully submitted, 
 
 
Colin Soutar 
Managing Director 
Deloitte Government and Public Services 
Risk & Financial Advisory, Cyber Risk  
Deloitte & Touche LLP 
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business, financial, investment, legal, tax, or other professional advice or services. This submission is not a substitute for such 
professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before 
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