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Introduction—Definitions  
• Subversive Presentation 

– Presentation of human or artificial biometric characteristics to the 
biometric capture subsystem in a fashion that interferes with or 
undermines the correct or intended policy of the biometric system. 

• Suspicious Presentation 
– Presentation of a human or artificial characteristic to the biometric 

capture subsystem in a fashion that could interfere with the intended 
policy of the biometric system 

• Suspicious Presentation Detection (SPD) 
– Automated determination of a suspicious presentation. 

• Examples of SPD 
– Liveness detection failure 
– Artefact detection  
– Altered biometric detection 
– Others terms that have been used:  anti-spoofing, biometric fraud, spoof 

detection, authenticity detection, etc. 
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Evaluation of suspicious presentation 
detection systems 

• The ability to correctly identify suspicious presentation 
attacks is quantified by a dedicated set of performance 
metrics 

• The suspicious presentation detection error rates are 
defined based on the specific purpose of the suspicious 
presentation detection module: 
– E.g., live vs non-live, altered vs non-altered, artefact vs 

non-artefact, etc. 
– Performance metrics are confined to the defined goal 

• Metrics for assessing suspicious presentation detection 
detection performance differ from those used for assessing 
matching performance  



General Model for Performance Evaluation  

• Suspicious Presentation Detection: When the system states 
that the presentation characteristic is suspicious  

• Non-Suspicious Presentation Detection: When the system 
states that the presentation characteristic is not suspicious 
 

• Metrics for error cases: 
– False Non-Suspicious Presentation Detection 

(FNSPD): a suspicious presentation is incorrectly 
classified as being a non-suspicious presentation 

– False Suspicious Presentation Detection (FSPD): a 
non-suspicious presentation is incorrectly classified as 
being a suspicious presentation 

 



Artefact Detection Case 

• Goal: Evaluation of module that is designed to distinguish the 
presentation of an artefact from a non-artefact 
– Artefact Detection: When the system states that the 

presentation characteristic is an artefact 
– Non-Artefact Detection: When the system states that the 

presentation characteristic is not an artefact 
 

• Metrics for error cases: 
– False Artefact Detection Rate (FADR): proportion of non-

artefact presentations incorrectly classified as being artefacts 
– False Non-Artefact Detection Rate (FNDR): proportion of 

artefact presentations incorrectly classified as being non-
artefacts 
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Additional Metrics (Artefact Input) 
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Additional Metrics (Artefact Input) 
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What about matching? (Artefact Input) 
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Performance Metrics for the Combination of 
Suspicious Presentation Detection System 

and the Matcher 
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Overall Summary 
• Categories of Subversive Presentation 

– Artificial (Source and Production Methods) 
– Human (altered, coerced, non-conformant, conformant, cadaver) 

• Suspicious Presentation Detection 
–  Liveness Detection, Artefact Detection, Altered Finger Detection 

• Metrics for measuring performance 
– False Suspicious Presentation Detection (FSPD) 

• e.g., False Artefact Detection (FAD) 
– False Non-Suspicious Presentation Detection (FNSPD) 

• e.g., False Non-Artefact Detection (FND) 

• Liveness and Challenge Response 
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