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“Digital Forensics as a service” (since 2010)
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> 500 cases
> 1 petabyte data processed

> 2300 case investigators trained

all (regional) Dutch police forces
Dutch National High Tech Crime Unit
RST Former Dutch Antilles
Toronto Police
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Hansken + Ganesha - Agile Board - Jira - Chromium
% Hansken + Ganesha - x

- » O se.dev.holmes.nl

i Apps X Confluence W Jira @ Stash () Bamboo

}'( JIRA Dashboards ¥ Projects * Issues ~ Agile ~ Create Search

Hansken + Ganesha Backlog  Active sprints  Reports

SPRINT: Sprint 28 ~ QUICK FILTERS Only My Issues Recently Updated

To Do

+

HANSKEN-2

HANSKEN-2142
The number of

registryEntries between
XIRAF and Hansken are

HANSKEN-2271

GPS items from GPX
file are not processed

HANSKEN-2346

Carving of partial JPEG
pictures

9 HANSKEN-2475

For Demo2013
TomTom only one trace
is created (type: image)

HANSKEN-2505

BadGuy: For
CUTSCENES_STORY
1_BEGINNING.pvr.zip -

HANSKEN-2523
LocationTool

In Progress Review

Test Sprint 28

$

i

©] HANSKEN-2269 i :
¥ Emails (eml and txt) are

mime-typed as text/html
or text/plain; and not

Test / Deploy

4 hgl-human: support
single character
wildcard ?

improve rpc error
handling

All OLEZ2 are marked as
type document which is
undesirable

OLEZ2
ThumbnailArchives and
MSG files are typed

HAM S E 2405
Mo slack for $BadClus

Update export

functionality in demo gui
so you can select

HAMSKEN-2534

Misc properties of the
shortcut tool are upper
case




[HANSKEN-2269] Emails (eml and txt) are mime-typed as text/html or text/plain; and not processed correctly - Jira - Chromium

' [HANSKEN-2269] Ema x
- » O se.dev.holmes.nl
i apps X Confluence % Jira @ Stash (3 Bamboo

}'( JIRA Dashboards ~ Projects ~ Issues ~ Agile ~ Create

B Hansken / HANSKEN-2520 Test Sprint 28 / HANSKEN-2269
Qp Emails (eml and txt) are mime-typed as text/html or text/plain; and not processed correctly

# Edit . ] Comment Assign  More ~ Ready for Review Y1 Export ~
Details
Bug subtask Status IN PROGRESS  (View
# Major Resolution Unresolved
None Fix Version/s: None
Component/s: None
Labels: None

Sprint Sprint 28

Description .
d 10/Feb/15 3:59 PM

Also for mim
Jpdated: Now

Example: Harm's Test Image
Development

x-mozilla-status-unread.em| Creat |
) Create branch
x-mozilla-status-read.eml

x-mozilla-status-read-and-marked.eml|
Agile

Issue Links Sprint 28 ends 02/Apr/15

depends on [€) TRACES-343 Valid eml not recognized as email
mentioned in X Test Results Test image
X Test Status - Demo - sprint 27

& Top Test Issues




Pull requests for repository hansken - Stash - Chromium

@ pull requests for repos x
* % O se.dev.holmes.nl

* Apps X Confluence ¥ Jira @ Stash { Bamboo

@Stash Projects Repositories ~ Find a repository... Q @~ 5‘ * s

Pull requests

Open Merged Declined

Title Author Reviewers Source Destination Updated

© 0.0 0

b HAr b 6 days ago

0 b b KE 2 days ago

2 days ago
2 days ago
2 days ago
2 days ago
2 days ago
Yesterday
Yesterday
Yesterday
Yesterday
Yesterday

Yesterday




Pull Request #1059: HANSKEN-2592 exclude $Bad slack from data - Stash - Chromium
@ Pull Request #1059: H x
* » A se.dev.holmes.nl

i Apps X Confluence W Jira @ Stash {} Bamboo

sS-service 10 10rKE

orkel /| NodeWriter.java [[[s]s[Z[5]
|m# projects/services/analysis-service/tools/snorkel/src

. . ) i . 26 final String slackname = SLACK PREFIX + fileNode.getEntrylIdentifier() + ":" +

= main/javanl/minvenj/nfilhansken/analysisftool/snorkel slack.data(DATA TYPE, descriptor(dataNode, slackname, NodeType.SLACK), slackSi
S NodeWriter java : - final long pos = getSlackImageOffset(trace, dataNode);

- if (pos == @) {

7 test slack.imageOffset (DATA TYPE, pos);

s images

// the special alternate data stream $BadClus:$Bad will not contain slack data

NTFS-20060227.E01.properties if (!"$BadClus:$Bad".equals(trace.getName())) {

@ java/nliminvenj/nfi/lhansken/analysis/tool/snorkel

S FilesystemToolTest.java o
Is there no better way to detect this; is the name of the trace the place to read this? I'd expect the

StreamNode to know something about this.

m Did a quick check, unfortunately there isn't. StreamMode doesn't know nothin’ .. It will be AP digging and

class casting which will defy the elegance of just filtering by name (and they will stay the same as it is a
NTFS directory entry)

yeah i know, it is done the same way as for non-slack $BadClus:$Bad, though
once it is fixed in snorkel (SNORKEL-1047), then it can be removed here (HANSKEN-2603

slack.data(DATA_TYPE, descriptor(dataNode, slackname, NodeType.SLACK), sla
final long pos = getSlackImageOffset(trace, dataNode);
if (pos == 8) {
slack.imageOffset (DATA_TYPE, pos);
}

slack.type("unallocated");
se.dev.holmes.nl/stash/projects/HANSKEN/repos/hansken/pull-requests/1059/diff ) ) b N ) -




HANSKEN - Maven main build: Plan summary - Bamboo - Chromium
€3 HANSKEN - Maven ma x

*« + 0 se.dev.holmes.nl
i Apps X Confluence W Jira @ Stash {} Bamboo www.pkware.com/. (@ Stash - Hansken p

{3*Bamboo MyBamboo Buid~ Deploy~ Reporis ~

.‘b‘ Build projects

») Run ~  &¥ Actions ~
Y4 Maven i

E

Plan summary

Plan summary Showing Last 7 days ~

Current activity Plan statistics
() HANSKEN-CTP-2496 Manual build by with revision HANSKEN-2151 revert

Waiting to be built

Recent history

Changes by 6 minutes ago

Custom build by with revision HANSKEN-2428 15 hours ago 3 of 6201 failec
Custom build by with revision HANSKEN-2428 16 hours ago 3 failed
Changes by ! 17 hours ago

Changes by I 18 hours ago

Custom build by with revision HANSKEN-2387 18 hours ago 6317 passer
Custom build by with revision HANSKEN-2228-re-enable-jacoc for 19 hours ago Testless build
Custom build by with revision HANSKEN-2581 19 hours ago 6317 passer
Custom build by with revision HANSKEN-2581 19 hours ago Testless build

Custom build by with revision HANSKEN-2324 20 hours ago

1 HANSKEN-2579

View all hranchec




HANSKEN HANSKEN - Maven main build
32 minutes ago 17 hours ago
Changes by = First build for this plan First build for this plan Changes by | ——

HANSKEN - Maven main build ‘e, HANSKEN - Maven main build
20 hours ago - 1 day ago

Changes b, Changes by Changes by ! First build for this plan

Manual run by Changes by = Changes by | = Code changes detected

HANSKEN - Maven main build HANSKEN - Maven main build
17 hours ago 1 day ago

HANSKEN - Maven main build
17 hours ago

First build for this plan Manual run by First build for this plan Manual run by




Documentation - HANSKEN - Confluence - Chromium
2 Documentation - HAN® x

*« + N se.dev.holmes.nl
i Apps X Confluence W Jira @ Stash {} Bamboo

X Confluence confluence Spaces ~  People Create

HANSKEN Pages / HANSKEN Home
Documentation

() Pages

SPACE SHORTCUTS

Hansken Glossary
Documentation
Platform Architecture Document (PAD)
Development Environment « 0. Introduction to the Hansken Platform Document
Parkeerplaats « 0.1 Objectives
+ 0.2 Document 5
S~ L « 0.3 Intended Audience
. N + 0.4 References
CHILD PAGES
+ 0.5 Document Overview
HANSKEN Home 1. Hansken Introduction
Documentation
Hansken Glc ry
Platform Architecture Document...
1.5 Architecture and
Use Cases + 1.5.1 IAF's framew
- —ontextual View
6 more child pages _
2.1 Platform Context
Create child page 2.2 Architectural Objectiy

2.3 Business Driver

2.4 Principles

4.1 Security

4.4 Reliability
.5 Multi Tenancy
4.6 High Availability

« 2.4.7 Future Proof




K Use Case: Query Trace x
* + 0 se.dev.holmes.nl
i Apps X Confluence W Jira @ Stash {} Bamboo

X Confluence confluence

() Pages
SPACE SHORTCUTS
Documentation
Development Environment
Parkeerplaats
Graphviz Diagrams
CHILD PAGES
Use Cases
Use Case: Query Trace Database

Create child page

Use Case: Query Trace Database - HANSKEN - Confluence - Chromium

Spaces ¥ People Create

Pages /... / Use Cases
Use Case: Query Trace Database

To query Hansken for getting data for one trace, the following steps are taken:

Query Trace database

Remote

|Trace | ‘ Content |

| Key Store |

trace data definition(image id, trace id)

L.
S

_ data definition
<

data definition

get keylimag

key

| Trace

Content

I Key Store

) Like  Be the first to like this




@ Source of ganesha-login-xiraf,..

& e

= (@Stash Projects Repositories ~

GJD Source committed 628b2d0504a 09 Jun 2015

I? master ~ full-integration-test / fit-projects / fit-projects-ganesha
src / main / resources / stories / ganesha / login

ganesha-login-xiraf-prep.story

Source view  Diff to previous History = Blame Raw file

Feature: login to ganesha
Scenario: login to local ganesha instance on Hansken

Given I am on the page with URL /login.html

5 When I wait for the element with id username to be present
And
And

type the username with text user

type the password with text blabla

I

I
And I select Test (Hansken) of region select box
End I
Then I should be logged in as user

log in

and I should be on page with URL /overview.html




@ Source of Hansken_Method_..

& ; holmes.nl Search ﬁ B 4+ # B

Cgp Source view  Diff to previous History - Blame Raw file

Scenario: Before - User - no permissions
Given a request header Content-Type application/json
&nd request body {username:"test readlmage",password:"S{testaccount.password}"}

When I do a POST request to /session/login

Scenario: Validation if an user is authorized on GET methods
When T do a GET request to <path>
Then I expect response code <status>

and I expect response body to contaln <responseBody>

Examples:

|id |path |status |responseBody

|101 |/projects 1403 |permission denied: missing permise
|102 |/projects/${ProjectUUID2 1403 |permission denied: missing permise

{ !
|102a |/projects/S{ProjectUUIDX} 1402 |permission denied: missing permis:
1103 |/projecta/S{ProjectUUIDZ}/images 1403 |permission denied: missing permis:
|103a |/projects/S{ProjectUUIDH ]}/ images | 403 |permission denied: missing permise
1104 | /images 1200 |

1105 |/images/%{ImageUUIDZ} 1200 |

| 107 |/projects/S{ProjectUUIDZ}/tracemodel 1403 |permission denied: missing permiss
|107a |/projects/S{ProjectUUIDX
|110 |/projects/S{ProjectUuUIDZ
|110a |/projects/S{ProjectUVUIDX )/ traces/roots 1403 |permission denied: missing permis:
|11z | /version | 200 |

/tracemodel | 403 |permission denied: missing permiss

/traces/roots 1403 |permission denied: missing permise

}
}
!
}

Scenarico: BUG SCENARIO'™S GET




@ Source of Hansken_014_Sear...

& holmes. nl Search i} B ¥+ # 9 =

-

Cﬁp Source view  Diff to previous History - Blame Raw file

and I expect response header Content-Type to be equal to S{ContentType}
Aand T expect response body to contain "totalResults":S5{TotalResults}

Scenario: 146 - valid - Fullmatch ignored with boolean

Given property field = email.hasAttachment

And property wvalue = false

And property fullmatch = false

&nd property TotalResults = 5575

And request body {count:0, query: {term: { field:"5{field}", wvalue:"${value}", fullMatch:5{fullmatch}}}}
When I do a POST request to /projects/${ProjectUUIDZ}/search

Then I expect response code 200

And I expect response header Content-Type to be equal to ${ContentTvpe}

and I expect response body to contain "totalResults":5{TotalResults)

Scenario: 147 - valid - Fullmatch ignored with boolean

Given property field = email.hasAttachment

~nd property valuse = false

And property fullmatch = true

And property TotalResults = 5575

and request body {count:0,querv: {term: { field:"${field}™, wvalue:"${value}", fullMatch:${fullmatch}}}}
When I do a POST request to /projects/${ProjectUUIDZ}/search

Then I expect response code 200

and I expect response header Content-Type to be equal to S{ContentTypel

And I expect response body to contain "totalResults":$S{TotalResults)

Scenario: 148 - valid - Fullmatch ignored with boolean

Given property field = email.hasRhttachment




Test Results Test image - HANSKEN - Confluence - Chromium

X Test Results x | ¥, Bamboo Be x Making Fea' x | ¥ TODO'sin ¢ x | g bouncyca: Hansken  x Special Issu x blob:http% x blob:http% x | (& Tutorial - ha x | “ Apache Ma: x

- = se.dev.holmes.nl

i Apps X Confluence W Jira @ Stash (&) Bamboo

Test Results Test image

") Pages

SPACE SHORTCUTS
Project XIRAF HANSKEN HANSKEN HANSKEN HANSKEN HANSKEN HANSKEN

Version 16.6.9 0.28 0.20 0.20 0.19 0.19

Build nr 2433,2460,2482 23432271 2257,2231,2218,2211,2180 2149 2144,2121,2117,2098 2073
Configuration All-in-one All-in-one All-in-one All-in-one All-in-one All-in
Environment PREP Local Local Local Local Local Local

Date BASELINE BASELINE DIFF 19-03-2015 11-3-2015  5-3-2015 23-2-2012  23-2-2015

All 25408 25415 17396
addressBook 9 9 9
attachment > 335 335 > 334 334
browserHistory 287 287 287
browserHistoryLog 8 8 8
carved 157 157 157

Carving of

partial

JPEG

pictures

OPEN

chatEvent
chatlLog
chatMessage
compressed
contact

ronkia




Test Status - Demo - sprint 27 - HANSKEN - Confluence - Chromium
X Test Status x| ¥ Bamboo Be x Making Fea' x | ¥ TODO'sin ¢ x | g bouncyca Hansken  x Special lssu % blob:http% blob:http%: x ' ¢} Tutorial - he x | ™ Apache Ma: x | (@) Browse LaTi x ' 4 Git - gitclor x | M Postvak IN = ' ) Fiverr / har

- = se.dev.holmes.nl

i Apps X Confluence W Jira @ Stash (&) Bamboo

= XUConfluence confiuence Spaces~ People Create

Test Status - Demo - sprint 27

(¥ Pages

SPACE SHORTCUTS
Documentation Status Hansken
Status:

« Date: 2015-02-18 88 I
» Run: Release 0.19 - Bamboo build nr 2098 - issue 2335
« Environment: OpenStack All-in-one
« Main updates: TRACE | 55 I
1. (Re-)validation of indexing Demo2013 (incl. XBOX), BadGuy and
Testimage
2. Search Range Query
3. Validation Rest Call: Accept Headers, Method and MediaType

INDEX

IMAGES | 39 {
SEARCH

VALIDATION

PASSED MFAILED ETODO

Status:

Date: 2015-03-11
Run: Release 0.20- Bamboo build nr 2343
Environment: OpenStack All-in-one
Main updates:
1. ImageTool
a. Index/Analysis with NFI-format incl. encryption

. Regression run with Firefly and Streams

. Search AND, Or, Timeline Query

. Many issues are resolved! VALIDATION

PASSED MEFAILED ETODO
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Current test set

> 7,500 unit tests
> 12,500 integration tests

if 1 test fails, the code is not accepted!
(forced by the development platform)
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Hansken

6 localhost L DEKEN ; ﬁ f} E

type:picture type:file Search Export

20 i y im0 07 .
as Timeline, from s iEs 10 results Page 3 of 46 hits, found in 0.076 seconds.

summaries grid

columns

size name types mime md5

61,211 picturel_6Thumbnails.jpg file, picture imagefjpeg  a3f7c08%aab1ab62add7a9b38295686¢
787,434 picture]_WithoutThumbnail.jpg file, picture image/jpeg 791978e391e51835979c4a0d853arb64d
78,767 picture2_2Thumbnails.jpg file, picture imagefjpeg  d80b31c1b9989230ffe62a0765989daz2
132,874 picture3.jpg file, picture imagefjpeg  9715519b69560b7edccebafebdddfef
61,264 pictured.jpg file, picture imagefjpeg  ad5294a30c2601d0a7322d919754f840
24,945 twopictures.jpg file, picture imagefjpeg  fca735c06c259eeedc5f00ec3c998431
110,389 aab9b9638be5686022bae2dB819f593e70e611d92 deleted, file, gps, picture image/jpeg ebaeeb70ce9dar4692dc03e38bfbab8f
314,955 legorobot.jpg deleted, file, picture imagefjpeg  a25515b1476fa0f351569fb7dbc25412
2015-02-12 legorobot.jp2 view

deleted, file, picture 20150212-0000-0000-0000-000000000000:0-0-29-1 download
07.6 KB

add note

1,441 tomcat.gif compressed, file, picture image/gif afdfada71ddab8f83677eda21fa989d5

file, gps, picture imagefjpeg  92ceeledeeacdd545d135a7eb19489f8

Previous




Hansken

&

localhost

2015-02-12 legorobot.jpg

deleted, file, picture 20150212-0000-0000-0000-000000000000:0-0-29-1

307.6 KB

-,
:W add note

raw

entropy
hash

md5

shal

sha256
hashMisses
mimeType

size

accessedOn
changedOn
createdOn
entryld
extension
modifiedOn
name
owner

path

camera
digitizedOn
exif

7.979161142702118

a25515b1476fa0f351569fb7dbc25412

8dad2fda9c7a9a5ec1dd81aad122ef508a831e08
bb8acdad2598fcef50b3ba%dd5d36b0b3b97dcafc5cbe740ffed5c0e901c0080

nsrl, Ikpdb_kp
image/jpeg
314955

2015-02-12T10:47:03.213Z
2015-02-12T10:47:03.2397
2015-02-12T10:47:03.213Z
137

ipg
2015-02-12T10:47:03.239Z
legorobot.jpg
S5-1-5-32-544
Jdeleted/legorobot.jpg

W800i
2006-10-30T12:39:59.000Z

sRGR

+ & w B

view

download




Hansken

6 localhost

meta

analysisDuration 0
analysisStartedOn 2015-07-20T14:38:14.480Z

creator snorkel/filesystem
properties
data/digest/entropy data.raw.entropy
data/digest/md5 data.raw.hash.md5
data/digest/shal data.raw.hash.shal

data/digest/sha256 data.raw.hash.sha256
metadata/hashmatch data.raw.hashMisses, data.raw.hashMisses

snorkel/filesystem file.name, file.path, file.entryld, file.owner, file.extension, file.createdOn, file.accessedOn, file.modif...

traces/exif picture.camera, picture.originalTakenOn, picture.modifiedOn, picture.digitizedOn, picture.exif.flash,...

traces/mime data.raw.mimeType

traces/picture picturewidth, picture.height, previewTypes, previewData.image/jpeg
publishedOn 2015-07-20T14:35:27.9547
Success traces/mime, traces/picture, traces/exif, nevis/file, document/document, metadata/hashmatch

types
data snorkel/filesystem

deleted snorkel/filesystem
file snorkel/filesystem
picture traces/picture
version

data/digest/entropy 0.1
data/digest/md5 0.1
data/digest/shal 0.1
data/digest/sha256 0.1
document/document 1.0
metadata/hashmatch 1.0

nevis/file 1.0
snorkel/filesystem 1.0

taut nescacrar 1.0
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