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NIST/ITL’s Biometric Application Programming
Interface (BioAPI) Conformance Test Suite (CTS)
Implementation (the BioAPI Test Environment)

Beta Implementation
V1.0 - January 4, 2006

User Guide

Introduction

A companion document, NIST/ITL’s Biometric Application Programming
Interface (BioAPI) Conformance Test Suite (CTS) Implementation (the BioAPI
Test Environment) Beta Implementation V1.0 - January 4, 2006 — “Overview”
provides a background on the NIST Biometrics Standards program. It refers to
American National Standard InterNational Committee for Information
Technology Standards (ANSI INCITS) 358-2002, the BioAPI specification and
the BioAPI conformance testing methodology standard under development in
INCITS Technical Committee M1 — Biometrics. It discusses the need for
conformity assessment efforts in support of the BioAPI standard and other
biometric interoperability and data interchange standards. The document
provides an overview of NIST/ITL’s BioAPI Conformance Test Suite, its
development history, its overall architecture and a description of its
components. A brief reference to the organizations involved in the
development and testing of NIST/ITL BioAPI CTS is also included.

This user guide provides computer requirements for installing the BioAPI Test
Environment (BTE). It contains information on how to download and install
Java, it describes the BTE installation procedure, and how to run the BTE. An
informative brief walkthrough is provided. A list of currently supported BioAPI
and BioSPI functions and a software distribution - file list is also provided.

Requirements

The following are the computer requirements for installing the BTE.

1. Microsoft Windows 2000 Professional or higher. While the BTE may run
on lower versions of Windows the lower versions have not been tested and
they are not supported.

2. The Java Runtime Environment 1.4.2 or higher.



How to Find the Java Version Installed

To determine the version of Java installed on a computer follow these steps
for both Windows 2000 Professional and Windows XP Professional.

1. From the Start button select Run...
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2. In the Run dialog box type "cmd" (without the quotes) in the Open textbox
and click the OK button.

Run E]

- Tvpe the name af a program, Folder, document, or
2 Internet resource, and Windows will open it For wou,

Open: | cmd w

[ O, |[ Cancel H Erowse. .. ]

3. In the Command window, enter the command "java -version" (without the
quotes) and press the Enter key. The following is a screenshot of a Java
installation that exceeds the minimum Java requirements. If your computer
does not have Java installed, or the Java installation is less than the minimum
requirements, please install an acceptable version of Java.

v CAWINDOWS\system32\cmd. exe

C:~>java —version

java version “1.5.8_82"

Java{TH> 2 Runtime Environment, Standard Edition ¢huild 1.5.8_8Z2-hBa%>
Java HotSpot(THM> Client UM C(huild 1.5.8_82-bA?. mixed mode. sharing?

G

Downloading and Installing Java

At the time of this writing the latest version of Java is at the URL
http://java.sun.com/j2se/1.5.0/download.jsp

Follow the instructions on the web page to install Java.

To get the latest version of Java go to this URL
http://java.sun.com/



and select J2SE (Core/Desktop). Follow the instructions on the web page to
install Java.

BTE Installation

1. Make sure your computer meets the minimum requirements, including
having an acceptable version of Java installed.

2. Extract the BTE.zip file to a folder on your hard drive.

3. In Windows Explorer, navigate to the BTE* folder and double-click
setup_bioapi.bat. This command installs the enhanced version of the
BioAPI 1.1 framework on your computer.

T
(D Back ~ T search |7 Folders | [
address |[£5) C\_NIST BioAPI CTS\bte110-1102\bte 110 v B
Folders x Name Size | Type Date Modifisd Atkribu, .. S
5 e Local Disk [C1) ~| Slpuple.f 1KE GIF Image 8/27/2004 1:27PM &
L %] red.qf 1KB GIF Image 8127[2004 1:26 FM a
# ) _BinAPI-CTS L@]Releasa Motes.html S9KE Extensible Hyperte...  9/15/2005 8:32 AM A
H D) Dev [Elrun.bat 1KE MSDOSBatchFile  9/12/20053:25PM A
® ) _Devz2 RunAssertiDnﬁl .class 1KE (CLASS File 5/25)2005 1;31 FM I
= 03 NIST BiodPI CTS @runassartion.bat 1KE MS-DOS Bakch File §/17/2005 3:50 PM A
h btei10-0407 Runnssertinn‘class 1KB CLASS File 5/25/2005 1:31 PM A
[0 btel10-0812 ¥ RunfAssertion java 1KE Javalanguage Sou.., 5/25/2005 1:31 PM A
& ) btel10-0817 rundehug.hat 1KBE M5-DOS Batch File 8/24/2005 £:30 AM &
# () btel10-0817a [Frunvip bat 1KB M5-DOS Batch File 9/12/20053:25PM A
T [ bte110-0818 setug bioapi.bat 1 KB M5-DOS Batch File 332005 9:50 AM A
® [ bte1 10-0908 [l Start Test class 1KE CLASSFile 9/12/2005 3:23FM A
® [0 btel10-09lzb wi¥] StartTest. java 1KE Javalanguage Sou... 8/4/2004 3:25 FM A
# [0 btel10-0915h test.dtd 8KE Document Type Def... 8/17/2005 6:55 AM A
= ) bet1o-1102 [ test.oroperties ZKE PROPERTIES File 8/3}2005 3:08 PM A
= 59 bte 110 tlmenut.grngertlas 1KE PROPERTIES File 1/12/2006 1:13 PM a
B assertions %] white. qif 1KB GIF Image 8/27/2004 126 PM A
[3) message @ sl far 704 KB Executable Jar File 718/2004 10:16 AM A
) save o [velon.clF 1KE GIF Image 5/13/2005 857 AM A v
Type: M5-DOS Batch File Date Modified: 3/3/2005 9:50 AM Size: 58 bytes 58 bytes _“ My Computer

Important! Be sure to run setup_bioapi.bat after every BSP
you install. This reinstalls the enhanced framework so the BTE will work

properly.

You may want to create a desktop icon for the run.bat and/or the runvip.bat
commands. (These are described in the topic Running The BTE.) To create
a desktop icon, right-click the file and from Send To menu item select Desktop
(create shortcut).
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Running The BTE

run.bat. and runVIP.bat.
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Two different modes for executing BTE are offered. The generic mode (using
run.bat) is recommended for non-demonstration, testing purposes. In this
mode, the BTE application will be minimized during test execution, and then

re-opened when the results are returned. In this mode, focus is provided

more elegantly to the user input screens when necessary, and other

applications may be open with minimal impact to the user’s desktop and

interaction with it. The VIP mode (using runVIP.bat) is intended for
demonstration mode. It is strongly recommended that all other applications
are closed when using this mode. It does not minimize the BTE application so
that the user may observe the results display as they are returned. If other
applications are open, however, during the execution of the assertions, the
BTE GUI will “disappear” behind other applications (sent to the back of the

desktop).

The GUI is described beginning with the topic Command Window.




Brief Walkthrough

1. From the unzipped BTE folder, launch either run.bat. OR runVIP.bat. The
BTE Main Window appears.

2. From the File menu select Properties. The BTE Properties dialog
appears. Ata minimum fill in the four (4) required fields. To show a safety
feature of the BTE enter "asdf" or a similar nonsense word in the Product
Name field. Click the OK button when you are done.

3. In the Select BSP dropdown box select BioAPI Password BSP.

BSP: BioAPI Password BSP

4. Select a couple of assertions in the Test Assertion Panel.

Test Asserkions:

174 C:4_MIST BinAPT CTSibhel10-1102\bke 110%assert, .. @
""" [7] # BioSPI_Capture_AoditData

""" [+] # BioSPI_tCapture_IntermediateProcessedBIR
IRR = on o T —
""" [7] # BioSPI_Capture_ReturnQuality

- [T] ® BioSPI_cCreateTemplate_BIRHeaderCuality

O®

@0

Note: Having selected more than one assertion to execute is only a
convenience relative to checking the boxes. This will not circumvent the need
to present the password or biometric to execute an assertion. The user will
be asked to present the biometric for each assertion executed as necessary.

5. Click the Run Test button.
6. The Product Name dialog will appear, indicating the XML Log may have

the incorrect BSP. Click the Change the Product Name and Continue Testing
button.

7. Depending on the assertions you selected, the BioAPI Password BSP
dialog box may appear. If it does show up enter a password and click the OK
button.



Enter pazsward;

|
Cancel

8. When the assertions have completed observe the Results Counter and
the Test Results.

Runs: 2 Pass: 1 Fall: 1 Undecided: 0 Errors: 0

Tesk Results:

Machine UUID->el38hfde-abZ0-3050-83aa7-7033853a6ebs ~
Test UUID->c5993aa5-8cha-11da-93b2-7776fa8075e1
======== Ftarting Test BRun ===========

B3P Provider: EBEiolPI Password B3P

i o e O O e Ol el e i

Package: 62dfd2f0-d5cc-11d5-9669-05300200c%a66

o e e e e e e e e ol e e el e

Azzertion: BioSPI_Capture IntermediateProcezsedEBIR
The input walue of the paraweter "REeserwved"™ of the e

The function BioSPI Moduleload has returned BiolPI O™
£ >

9. You can view and/or save the XML Log file using the Test Log Menu.

GUI Description

The structure of the BTE GUI, including the Main Window Elements and Main
Dialogs is addressed in this topic.

Main Window Elements

The Main Window Elements will be addressed in this topic. They include: (a)
Command Window; (b) Application Main Window; (c) Test Assertions Panel;
(d) File Menu; (e) Test Log Menu; and (f) Help Menu
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Command Window

Winimize Button Closie Button

AWINDOWS\system 3 2\emd. exe

st DoIng NOt e sesesien

Mot Pass

Print Assert Condition pass

Either the BSP under test does not claim support for the BioAPI_HNHOTIFY_SOURCE_PR
ESEMT event notification, or the event notification has been received within the
gpecified maximum duration....pass

Current Result->1 - 1

Invoke Activity—->null

Invoke Function——->BiofPI_Capture

Function BioSPI_Capture has 4 parameters

Parameter —>ModuleHandle ;)B—)l

Parameter —>no_AuditData ->3->true
Set Uar — »capturedhir_handle
Return Uariable->return
Clearing —>return — B — class java.lang.Integer
ing....BioSPI_Capture
BioSPI_Capture()
ModuleHandle = 6962
Purpose =
CapturedBIR—-in = 1835503688

AuditData—in = 18929316
Timeout = 20888

The BTE displays two windows, the Command Window shown here, and a
Graphical User Interface (GUI) window described elsewhere in the manual.

The Command Window displays status and messages of the assertions as
they run. If you do not want to see this window you can minimize it.

Minimize Button

HE

Click this button to minimize the command window.

Close Button

[

Click this button to exit the BTE.

You can also exit the BTE by clicking the close button on the BioAPI
Test Environment window.

11



BTE Main Window

lenu Bar Select BSP Rup Button

< BioAPI Test Environment

Cancel Button Results Counter

File 'Testlog Help

B | Rn Test

o

Test Assertions:

Cancel Rums:  Passt * Fall:  Undecided: Error:

Test Resulks:

C\_MIST BioAPI CTS\bte110-1102\bte 110Yassert. . &
BinSP1_Capture_suditData
BiaSPI_Capture_IntermediateProcessedBIR
BinSP1_Capture_InvalidModuleHandle
BioSPI_Capture_ReturnQuality
BinSPI_CreateTemplake_BIRHeaderCQuality
Bio%PI_tCreateTemplate_[nputBIRDataType
P1_CreateTemplate_OutputBIRDataType
SP1_CreateTemplabe_OutputBIRPurpose
5P1_CreateTemplate_PayloadSupported
BjoSP1_CreateTemplake_Purpose

|

e

I3
L ]

o s o
ses000es

L]
@
L]
@
@«
@
@
@
@
@
&

|
»

|'*

05P1_CreateTernplate_StoredTemplateUnchanged
Comments: /

|

Test Assertions Cormments Panel

Panel

Test Results Panel

This is the main window of the BTE. It allows you to select any installed BSP,
choose one or more assertions to execute, run the assertions, and optionally

save the XML log file.

o Menu Bar

File TestlLog Help

Change BTE settings and save log files.

° Select BSP

B3P

12



Select a BSP to test. Note: To limit the BSPs that show up in this
dropdown box, such as for demonstration purposes, see the topic
Controlling Displayed BSPs.

o Run Button

[ Run Teskt ]

Click this button to run the selected assertions.

o Cancel Button

When assertions are running this button is enabled and clicking it stops
testing.

e Results Counter

Runs; Pass;  Fail: Undecided: Error:

It displays numerical results of the last assertions run.

Runs: Total number of assertions run.

Pass: The number of assertions that passed.

Fail: The number of assertions that failed.

Undecided: The number of undecided assertions.

Error: The number of assertions that caused an error.

This display is reset every time the Run Test button is clicked.

Test Assertions Panel

13



Test Asserkions:

]9 C\_MIST BinAPT CTSibtel10-11021bke 110%assert, ., @ -
----- [T & BioSPI_Capture_suditData o
----- [7] % BioSPI_Capture_IntermediateProcessedBIR &
----- [ # BioSPI_Capture_InvalidModuleHandle L
----- [T # BioSPI_Capture_ReturniCuality o
----- [71 @ BioSPI_tCreateTemplate_BIRHeaderCuality &
----- [ # BioSPI_CreateTemplate_InputBIRDataType @
----- [ # BioSPI_CreateTemplate_CutputBIRDataType Lo
----- [1 # BioSPI_CreateTemplate_OutputBIRPUrpose o
----- [ ® BioSPI_cCreateTemplate_PayloadSupported L
----- [7] # BinSPI_CreateTemplate_Purpose o
----- [ # BioSPI_tCreateTemplate_StoredTemplateUnchanged

It allows the user to select one or more assertions to run and provides
visual feedback on the results of the assertions when run. For more
details see the topic Test Assertions Panel.

Note: Sometimes you may want to see just a few assertions in this
panel. See the topic Controlling The Assertions Listed.

o Comments Panel

Comments:

Enter comments to be included in the XML log file.

n Test Results Panel

14



Test Resulks;

[

Displays test results as the assertions are being run. The displayed
information is similar to the information in the XML log file.

Test Assertions Panel

Select / Dese
Al Assertions

o/

Select / Deselect
Assertions

Fila TestLog Help

Assertiohs Folder

= BioAPI Test Environment

Status/ndicators

B5P: |

| [ Run Test

Test Assertions:

\F\ 1 C:\_MIST BloAPT CTS|bté110-1102}bte 1101 assert... @

BioSPT_Capture_fudtData
BinSPI_Capture_IntermediateProcessedBIR.
BioSPI_Capture_InvalidModuletHandle
BioSPI_Capture_Reburnuality
BioSPI_CreateTemplate_BIRHeaderQuality
BioSPI_CreateTemplate_InputBIRDataTyvpe
BioSPI_CreateTemplate_OukputBIRDataType
BioSPI_CreateTemplate_OutputBIRPurpose
BinSPI_CreateTemplate_PayloadSupporked
BioSPI_CreateTemplate_Purpose
BioSPI_CreateTemplate_StoredTemplateUnchanged @

b

L Comroanii, . _.ae *-Aﬁ\ PN e uuwn\_'nh._..—-.-.\fm—.f\h.

Note: Sometimes you may want to see just a few assertions in this
panel. See the topic Controlling The Assertions Listed.

15



o Select / Deselect All Assertions

T179SAN Click this box to select or deselect all assertions.

Select / Delzsle:Lect Assertions

M=
Me
Me
Me

D ? Click these boxes to select or deselect individual

assertions.

o Assertions Folder

4 C_NIST BiodPI CTS\btel 10-11021bte 110Vassert. ., DiSpIayS the folder where
the assertions are installed.

o Status Indicators

eeddo00

@ These ovals change color to show the status of the
assertion.

@ Purple: The assertion is not selected.

< White: The assertion is selected.

@ Green: The assertion passed.

& Red: The assertion failed.

<r Yellow: The results of the assertion are undecided.

& Black: The assertion encountered an unrecoverable error
while running.

16



File Menu

I!! Teskt Log  Help

Assertions Dis

Dptlnns # Assertion Mame
- Package Mame
i 15
File Marme
Properties Option [~ Properties

| Timeout Yalues

Exit Twiabtt | k0
w Tt il 6

. . i TwioEt LIETT
Tirmout “alues Option -

Exit Option
The File menu allows you to change how the assertions are listed in the Test
Assertions Panel, change data that will be included in the XML log files,
change Timeout Values, and Exit the BTE.

o Assertions Display Options

# Assertion Mame
Package Mame
File Mame

Use these menu options to display the assertions in the Test
Assertions Panel by Assertion Name, Package Name or File Name.
(The Package Name and Assertion Name are contained in the XML
assertions themselves.)

Note: See the topic Controlling The Assertions Listed for an
example of why you may want to use the File Name option.

° Properties Option

Froperties  Select this option to display the BTE Properties

dialog.

oTimout Values Option

17



Timeout Yalues

Select this option to display the BTE Timeout
Values dialog.

Exit Option
Ext  Select this option to close the BTE.

Test Log Menu

Yiew Log Option
Wiew Log File

Save ML Log

Clear Test Fesults Window

Save Log Option b An

¥ LT Leagle T SR | T
Clear Test Results
Option

The Test Log menu lets view and save the XML log, and clear the test results
window.

o View Log Option
Wigw Log File

Select this option to view the XML log.

Note: If the BTE crashes the XML log of all the assertions run prior to
the crash are available. See the topic _LastLog.xml.

° Save Log Option

Sawve XML Log

Select this option to save the XML log to a file.

18



o Clear Test Results Option

Clear Test Results Window

Select this option to clear the Test Results Panel. Note: This option
does not affect the XML log in any way.

Help Menu
show BESPs Option ~— Show Installed BSPs
-
ot e At e
About Option o4 it et S

The Help menu lets you see a list of the installed BSPs and display the BTE's
About dialog.

o Show BSPs Option

Show Instaled BSPs galect this option to see a list of the
installed BSPs.

° About Option

About Select this option to display the BTE version information.

Main Dialogs

The Main Dialogs windows include: (a) BTE Properties; (b) Product Name; (c)
BTE Timeout Values; (d) View XML Log; and (e) Installed BSPs

19



BTE Properties

MNarne

BTE Properties

Testing Lab

Yendor

(*) Name: Mame:

Street: Street:

City: City:

Stake/Province: State/Province:

Zip Code/Postal Code: Zip Code/Postal Code:
Country: Country:

Telephone: Telephone:

Email: Email:

Biomatric Product Testing Information

(*) Product Name: (*) Tester:

SerialNo:| [/
Description: /
%) CTS ID:
*) - Reguired

Product Mame CTS D Tester

The BTE Properties dialog box is displayed by selecting the menu item FEile |
Properties on the main BTE window. All the entries on this dialog box are
entered in the XML log file.

After extensive use of early versions of the BTE, it was decided that four (4)
elements on this dialog box are essential to ensuring that the XML log file
generated by running the assertions has sufficient information to
unambiguously identify the logged information. For example, if the log does
not contain the specific BSP tested, or the BSP is incorrect, the log is
worthless. For information about how the BTE helps to make sure the
Product Name is correct see the Product Name entry.

The four (4) required entries are described below.

o Name

*) Mame:

20



Enter the name of the computer on which the assertions are run.
Typical entries include "Lab Computer 'Spitfire' and "Dell 8300 Laptop
‘Tangent.™

° Product Name

(*) Product Marme:;

Enter the name of the BSP being tested. Typical entries include
"BioAPI Password BSP" and "BioAPI Dummy BSP"

o CTSID

(*)CTS ID:

Enter the version of the BTE used to perform the testing.

Tester

[*) Tester:

Enter the name of the person running the tests.

Product Name

Product Name

Product Name

\‘t’/.. The Product Mame (BioAPI Password B5P) and the choosen BSP (BioAPI w1.1 Dummy BSP) do not match?

[ o Stop Testing l [ | Continue Testing ] [Change the Product Mame and Continue Testing

| )

Stop Button Continue Button Change and Continue Button

When you click the Run Test button the BTE displays this warning dialog if the
Product Name on the BTE Properties dialog box does not match the selected
BSP. It does this to help make sure the BSP in the XML log file is correct.

o Stop Button

21



[ Skop Tesking

Click this button to stop testing.

° Continue Button

[ Continue Testing ]

Click this button to continue testing, even though the Product Name is

different than the Selected BSP Name.

Change and Continue Button

[Change the Product Name and Continue Testing ]

Click this button to change the Product Name to the Selected BSP
Name and continue running the selected assertions. This is the
recommended option as it ensures the XML log file will contain the

correct BSP name.

BTE Timeout Values

BTE Timeout Values

Timeout values {in miliseconds)

x]

Timeout:

20000

Insert Timeouk:

20000

Source Present Timeouk:

20000

Capture Present Timeout:

20000

Capture Timeout:

20000

Werify Timeout:

20000

Max FRR Requested:

2636976

Max FAR Requested:

2638976

[ e]4 I [ Cancel ]

Use this dialog to change the timeout values used by the assertions. To

display this dialog select Timeout Values from the File menu.

22



View XML Log

£ Yiew XML Log

<?xml version="1.0" standalone="yes"?r><conformance test log date time='Thursday, Janu#

<TestingLaboratory>
<Hame>H-370</ Hame >
<Address>
<Atreetr</3treets>
<Citgr</Citys
<StatedrProvinces</StatedrProvinces
<ZipOrPostalCodes</ZipOrPostalCodes
<Countrys</Countrys
</ Address>
<FPhone></FPhone:>
<Emwail></Fmail>
</ TestingLsbhoratory:>
<Wendor:>
<Narner<, Name >
<hddress:>
<Btreet></Itreet>
<Cityr</Citys
<StatedrProvinces</S3tateldrProvinces
<ZipOrPostalCodes</ZipOrPostalCodes
<Countrys</Countrys
</ Aiddress>
<Fhone></FPhone>
<Emails></Email>
</ Vendor:>
<Biometric Product Name='BiolPI vl.1 Durmy B3P' Serialllo='':>

| €

<Deamrintinn></Tesrrintinns

=]

To display the XML Log select the View Log File option on the Test Log
menu.

Installed BSPs

Installed BSPs

Bio&PI w1.1 Dummy BSP

Bin&PI Password BSP

To display the list of installed BSP select the Show Installed BSPs option from
the Help menu.
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Special Features

Controlling Displayed BSPs

Sometimes, such as performing demos at a trade show, you may want to limit
the BSPs shown in the Select BSP dropdown box. To do this follow these
steps.

1. Create a file named
_WhiteListBSPs.txt
in the BTE folder. (This is the same folder where run.bat is located.)

2. Enter the BSPs you want displayed in the Select BSP dropdown box, one
BSP per line. The names must exactly match, including upper and lower
case.

3. Save the file.

4. Start the BTE and make sure the results are what you expect.

Note: All the installed BSPs will show up on the Installed BSPs dialog. This
feature applies to the Select BSP dropdown box only.

Controlling The Assertions Listed

Suppose you are a BSP vendor working on getting your BSP to pass all
assertions. If you are working on just a few assertions it can be inconvenient
to scroll through the entire list to select just the few you are interested in.
There are two ways to increase your productivity.

1. Rename the assertions of interest and use the File Name Display Option.
As shown here prepending numbers works well.

Test Assertions:

i

4 MIST BioAPI CTSihte]10-1102\bte 110hassert. .. &
005 Bin3PI_Moduleattach_InvalidModuleHandle, xml @
010 Bio3PI_Moduleattach_InvalidUUIn, ml

015 Bin3PI_Moduleattach_Invalidversion, zml
Bio3PI_Capture_AuditData, xml
BioSPI_Capture_IntermediateProcessedBIR. xml
BinSPI_Capture_InvalidModuleHandle . xml

7

13333330
seseee

0000

24



2. Create a folder under the assertions folder and move the assertions you
do not want listed into the new folder. Be sure not to move the file
Auxiliary_package.xml as it is called by all assertions.

LastLog.xml

After every assertion completes the BTE saves the complete XML Log to the
file named

_LastLog.xml
in the BTE folder. (The same folder where run.bat is located.)

This feature was added after a tester lost about a half hour of results when an
errant BSP crashed the BTE.

Message Boxes

If you want to display a message box before an assertion runs, such as to
prompt the tester to do something, follow these steps.

1. Inthe message folder under the main BTE folder create a text file named
the same as the assertion, except the extension is .msg instead of .xml. For
example if you want a message to display when

BioSPI_Enroll_Payload.xml
is run, create the file

BioSPI_Enroll_Payload.msg
in the message folder.

Note: Despite the extension it is just a text file. Use Notepad or a similar
program to create and edit the file.

2. Enter the text you want displayed in the file and save.
3. Run the BTE.

For an example of how this works remove the leading underscore from the
sample file in the message folder.

Supported Functions

Following is a list of currently supported BioAPI and BioSPI functions:

BioSPI Functions

Function Brief Description
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BioSPI Functions

Function Brief Description

BioAPI_EnumModules Enumerates the list of installed BSPs, and fills in
BspSchemaArray with the results. If BspSchemaArray is
NULL, simply counts the installed BSPs and returns the
number in ElementsNeeded.

BioAPI_Init This function initializes the BioAPI and verifies that the
version of the BioAPI expected by the application is
compatible with the version of the BioAPI on the system.
This function should be called at least once by the
application.

BioAPI_Terminate This function terminates the caller’s use of BioAPI. BioAPI
can cleanup all internal state associated with the calling
application. This function must be called once for each call
to BioAPL_Init().

BioSPI_Capture If this function is supported, Verification BSPs need only
accept ‘Purpose’ flags indicating ‘Verification’ or ‘Enroll for
Verification'. If another purpose is set by the application, an
error condition may be set as a BioAPI_RETURN.
Similarly, this function need only return ‘CapturedBIR’ with
the Purpose mask set to Verification or Enroll for
Verification.

BioSPI_CreateTemplate BioAPI_RETURN BioAPI BioSPI_CreateTemplate

(BioAPI_HANDLE ModuleHandle,

const BioAPI_INPUT_BIR *CapturedBIR,
const BioAPI_INPUT_BIR *StoredTemplate,
BioAPI_BIR_HANDLE_PTR NewTemplate,
const BioAPI_DATA *Payload);

BioSPI_EnableEvents BioAPI_RETURN BioAPI BioSPI_EnableEvents

(BioAPI_HANDLE ModuleHandle,
BioAPI_MODULE_EVENT_MASK *Events);

BioSPI_Enroll BioAPI_RETURN BioAPI BioSPI_Enroll

(BioAPI_HANDLE ModuleHandle,
BioAPI_BIR_PURPOSE Purpose,

const BioAPI_INPUT_BIR *StoredTemplate,
BioAPI_BIR_HANDLE_PTR NewTemplate,
const BioAPI_DATA *Payload,

sint32 Timeout BioAPI_BIR_HANDLE_PTR
AuditData);

BioSPI_FreeBirHandle BioAPI_RETURN BioAPI BioSPI_FreeBIRHandle

26




BioSPI Functions

Function

Brief Description

(BioAPI_HANDLE ModuleHandle,
BioAPI_BIR_HANDLE Handle);

BioSPI_GetBirFromHandle

BioAPI_RETURN BioAPI BioSPI_GetBIRFromHandle

(BioAPI_HANDLE ModuleHandle,
BioAPI_BIR_HANDLE Handle,
BioAPI_BIR_PTR BIR);

BioSPI_GetHeaderFromHandle

BioAPI_RETURN BioAPI
BioSPI_GetHeaderFromHandle

(BioAPI_HANDLE ModuleHandle,
BioAPI_BIR_HANDLE Handle,
BioAPI_BIR_HEADER_PTR Header);

BioSPI_ModuleAttach

This function is invoked by BioAPI once for each invocation
of BioAPI_ModuleAttach specifying the module identified by
BSPUuid.

The service module must verify compatibility with the
system version level specified by Version. If the version is
not compatible, then this function fails. The service module
should perform all initializations required to support the new
attached session and should return a function table for the
SPI entry points that can be invoked by BioAPI in response
to APl invocations. BioAPI uses this function table to
dispatch requests on for the attach session created by this
function. Each attach session has its own function table.

BioSPI_ModuleDetach

This function is invoked by BioAPI once for each invocation
of BioAPI_ModuleDetach specifying the attach-session
identified by ModuleHandle. The function entry point for
BioSPI_ModuleDetach is included in the module function
table BioAPI_MODULE_FUNCS returned to BioAPI as
output of a successful BioSPI_ModuleAttach.

BioSPI_ModuleLoad

This function completes the module initialization process
between BioAPI and the biometric service module.

The BSPUuid identifies the invoked module and should be
used by the module to locate its entry in the module
directory.

BioSPI_ModuleUnload

This function disables events and de-registers the BioAPI
event-notification function. The biometric service module
may perform cleanup operations, reversing the initialization
performed in BioSPI_ModuleLoad.
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BioSPI Functions

Function

Brief Description

BioSPI_Process

BioAPI_RETURN BioAPI BioSPI_Process

(BioAPI_HANDLE ModuleHandle,
const BioAPI_INPUT_BIR *CapturedBIR,
BioAPI_BIR_HANDLE_PTR ProcessedBIR);

BioSPI_Verify

BioAPI_RETURN BioAPI BioSPI_Verify

(BioAPI_HANDLE ModuleHandle,
const BioAPI_FAR *MaxFARRequested,
const BioAPI_FRR *MaxFRRRequested,
const BioAPI_BOOL *FARPrecedence,
const BioAPI_INPUT_BIR *StoredTemplate,
BioAPI_BIR_HANDLE_PTR AdaptedBIR,
BioAPI_BOOL *Result,

BioAPI_FAR_PTR FARAchieved,
BioAPI_FRR_PTR FRRAchieved,
BioAPI_DATA_PTR Payload,

sint32 Timeout,
BioAPI_BIR_HANDLE_PTR AuditData);

BioSPI_VerifyMatch

BioAPI_RETURN BioAPI BioSPI_VerifyMatch

(BioAPI_HANDLE ModuleHandle,

const BioAPI_FAR *MaxFARRequested,
const BioAPI_FRR *MaxFRRRequested,
const BioAPI_BOOL *FARPrecedence,
const BioAPI_INPUT_BIR *ProcessedBIR,
const BioAPI_INPUT_BIR *StoredTemplate,
BioAPI_BIR_HANDLE *AdaptedBIR,
BioAPI_BOOL *Result,

BioAPI_FAR_PTR FARAchieved,
BioAPI_FRR_PTR FRRAchieved,
BioAPI_DATA_PTR Payload);

Software Distribution - File List

Following is a list of files distributed in the BTE 1_1.zip file:

Name Type

The following files are installed in the folder of the

user’s choice; the default folder name is \bte 110

bioapi100.dll Application
Extension
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Name Type
bioapi.jpg JPEG Image
bioapi_bin.exe Application
BioAPICTSTestLogSchema.xsd XML Schema
Description
BioAPICTSTestLogSchema.xsx XML Schema
Description
BioApiJdni.jar Executable Jar
File
bte100.jar Executable Jar

File

BTE 1.1 User Guide.pdf Adobe Acrobat
Document
BTEMonitor.exe Application
BTEServer.exe Application
black.gif GIF Image

bte.properties

PROPERTIES File

ecs-1.4.2.jar Executable Jar
File

green.gif GIF Image

purple.gif GIF Image

red.gif GIF Image

ReleaseNotes.html

HTML Document

run.bat

MS-DOS Batch
File

RunAssertion$1.class

Compiled Java
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Name

Type

Module

RunAssertion.bat

MS-DOS Batch
File

RunAssertion.class

Compiled Java
Module

RunAssertion.java

Java File

Rundebug.bat

MS-DOS Batch
File

runVIP.bat

MS-DOS Batch
File

setup_bioapi.bat

MS-DOS Batch
File

StartTest.class

Compiled Java
Module

StartTest.java

Java File

test.dtd

DTD File

test.properties

PROPERTIES File

Timeout.properties

PROPERTIES File

white.gif GIF Image

xml4j.jar Executable Jar
File

Yellow.gif GIF Image

The following files will be installed in a folder titled
“assertions”, under the \bte 110 or other user-named directory
(\bte 110\assertions)

Auxiliary_package.xml

XML Document
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Name

Type

BioSPI_Capture_AuditData.xml

XML Document

BioSPI_Capture_IntermediateProcessedBIR.xml

XML Document

BioSPI_Capture_InvalidModuleHandle.xml

XML Document

BioSPI_Capture_ReturnQuality.xml

XML Document

BioSPI_CreateTemplate_BIRHeaderQuality.xml

XML Document

BioSPI_CreateTemplate_InputBIRDataType.xml

XML Document

BioSPI_CreateTemplate_OutputBIRDataType.xml

XML Document

BioSPI_CreateTemplate_OutputBIRPurpose.xmi

XML Document

BioSPI_CreateTemplate_PayloadSupported.xml

XML Document

BioSPI_CreateTemplate_Purpose.xml

XML Document

BioSPI_CreateTemplate_StoredTemplateUnchanged.xml

XML Document

BioSPI_EnableEvents_InvalidModuleHandle.xml

XML Document

BioSPI_EnableEvents_ValidParam.xml

XML Document

BioSPI_Enroll_AuditData.xml

XML Document

BioSPI_Enroll_BIRHeaderQuality.xml

XML Document

BioSPI_Enroll_Payload.xml

XML Document

BioSPI_Enroll_ValidParam.xml

XML Document

BioSPI_FreeBIRHandle_InvalidBIRHandle.xml

XML Document

BioSPI_FreeBIRHandle_InvalidModuleHandle.xml

XML Document

BioSPI_FreeBIRHandle_ValidParam.xml

XML Document
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Name

Type

BioSPI_GetBIRFromHandle_InvalidBIRHandle.xml

XML Document

BioSPI_GetBIRFromHandle_InvalidModuleHandle.xml

XML Document

BioSPI_GetBIRFromHandle_ValidParam.xml

XML Document

BioSPI_GetHeaderFromHandle_ BIRHandleNotFreed.xml

XML Document

BioSPI_GetHeaderfromHandle_InvalidBIRHandle.xml

XML Document

BioSPI_GetHeaderfromHandle_InvalidModuleHandle.xml

XML Document

BioSPI_GetHeaderFromHandle_ValidParam.xml

XML Document

BioSPI_ModuleAttach_InvalidModuleHandle.xml

XML Document

BioSPI_ModuleAttach_InvalidUUID.xml

XML Document

BioSPI_ModuleAttach_InvalidVersion.xml

XML Document

BioSPI_ModuleAttach_ValidParam.xml

XML Document

BioSPI_ModuleDetach_Confirm.xml

XML Document

BioSPI_ModuleDetach_InvalidModuleHandle.xml

XML Document

BioSPI_ModuleDetach_ValidParam.xml

XML Document

BioSPI_ModuleLoad_InvalidUUID.xml

XML Document

BioSPI_ModuleLoad_ValidParam.xml

XML Document

BioSPI_ModuleUnload_Confirm.xml

XML Document

BioSPI_ModuleUnload_InvalidUUID.xml

XML Document

BioSPI_ModuleUnload_Unmatch.xml

XML Document

BioSPI_ModuleUnload_ValidParam.xml

XML Document
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Name

Type

BioSPI_Process_BIRHeaderQuality.xml

XML Document

BioSPI_Process_BuildsProcessedBIR.xml

XML Document

BioSPI_Process_InputBIRDataType.xml

XML Document

BioSPI_Process_OutputBIRPurpose.xml

XML Document

BioSPI_Process_ValidParam.xml

XML Document

BioSPI_VerifyMatch_AchievedFRR.xml

XML Document

BioSPI_VerifyMatch_Adaptation.xml

XML Document

BioSPI_VerifyMatch_Inconsistent_Purpose.xml

XML Document

BioSPI_VerifyMatch_Payload.xml

XML Document

BioSPI_VerifyMatch_UnspecifiedFAR.xml

XML Document

BioSPI_VerifyMatch_ValidParam.xml

XML Document

BioSPI_Verify_AuditData.xml

XML Document

BioSPI_Verify_FARUnspecified.xml

XML Document

BioSPI_Verify FRR.xml

XML Document

BioSPI_Verify_Payload.xml

XML Document

BioSPI_Verify_TemplateAdaptation.xml

XML Document

BioSPI_Verify_ValidParam.xml

XML Document
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