
Welcome 
State and Local Government 
Cybersecurity Framework Kickoff  
MARCH 27, 2014 



Michael Daniel 
Special Assistant to the President  
Cybersecurity Coordinator  
The White House 

OPENING COMMENTS 
 



Overview of NIST Cybersecurity 
Activities 

 
        

     
 
 

Kevin Stine 
National Institute of Standards and Technology 

 



Computer Security Division 

Within NIST’s Information Technology Laboratory, the Computer 
Security Division provides standards and guidelines, tools, metrics, and 
practices to protect information and information systems. 
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NIST Risk Management Framework 

RISK 
MANAGEMENT 
FRAMEWORK 

Security Life Cycle 

 

Repeat as necessary 
Step 1 

CATEGORIZE 
Information Systems 

FIPS 199 / SP 800-60 Step 6 
MONITOR 

Security Controls 

SP 800-137 

Step 3 
IMPLEMENT 

Security Controls 

SP 800-160 

Step 2 
SELECT 

Security Controls 

FIPS 200 / SP 800-53 

Step 5 
AUTHORIZE 

Information Systems 

SP 800-37 
Step 4 

ASSESS 
Security Controls 

SP 800-53A 

Organizational Inputs 
•Laws, Directives, Policy, Guidance 
•Strategic Goals and Objectives 
•Information Security Requirements 
•Priorities and Resource Availability 

 

Architecture Description 
•Mission/Business Processes 
•FEA Reference Models 
•Segment and Solution Architectures  
•Information System Boundaries 

 

Starting 
Point 

• A process, based on 
an integrated suite of 
standards and 
guidelines, to help 
Federal agencies 
manage cybersecurity 
risk. 

 
• Frequently voluntarily 

adopted by non-
Federal organizations 
 

• Complementary to the 
Framework for 
Improving Critical 
Infrastructure 
Cybersecurity 
 
 

 



Executive Order:  
Improving Critical Infrastructure Cybersecurity 

“It is the policy of the United States to enhance the security and 
resilience of the Nation’s critical infrastructure and to maintain a cyber 

environment that encourages efficiency, innovation, and economic 
prosperity while promoting safety, security, business confidentiality, 

privacy, and civil liberties”  
 

President Barack Obama  
Executive Order 13636, Feb. 12, 2013 

 
• The National Institute of Standards and Technology (NIST) was 

directed to work with stakeholders to develop a voluntary framework 
for reducing cyber risks to critical infrastructure 

• Version 1.0 of the framework was released on Feb. 12, 2014, along 
with a roadmap for future work 
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As Directed in the EO, the Cybersecurity Framework  ... 

• Includes a set of existing standards, methodologies, procedures, 
and processes that align policy, business, and technological 
approaches to address cyber risks 
 

• Provides a prioritized, flexible, repeatable, performance-based, 
and cost-effective approach, including information security 
measures and controls, to help owners and operators of critical 
infrastructure identify, assess, and manage cyber risk  
 

• Identifies areas for improvement to be addressed through future 
collaboration with particular sectors and standards-developing 
organizations  
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Framework Components 

Framework Core 
• Cybersecurity activities and 

informative references common 
across critical infrastructure 
sectors and organized around 
particular outcomes  

Framework Profile 
• Aligns industry standards and 

best practices to the framework 
Core in a particular 
implementation scenario  

Framework Implementation Tiers 
• Describes how cybersecurity risk 

is managed by an organization 
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Key Points about the Framework 

• It’s a framework, not a prescription. 
 
• The framework is a flexible, highly adaptable tool. 
 
• It’s a demonstration of a strong private-public partnership 
 
• The framework is a living document. 
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What’s Next: Using the Cybersecurity Framework 

• Organizations should use the framework and provide feedback to 
NIST 

• Industry groups, associations, and non-profits can play key roles in 
assisting their members to understand and use the framework by: 
• Building or mapping sector specific standards, guidelines, and 

best practices to the framework 
• Developing and sharing examples of how organizations are 

using the framework 
• NIST is committed to helping organizations understand and use the 

framework 
• NIST is expanding its outreach and will work with the 

Department of Homeland Security on its “C3” Voluntary Program 
(http://www.dhs.gov/about-critical-infrastructure-cyber-
community-c³-voluntary-program) 
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What’s Next: Roadmap Areas for Development, 
Alignment, and Collaboration 

• The Executive Order calls for the framework to “identify areas for 
improvement that should be addressed through future collaboration 
with particular sectors and standards-developing organizations”  

• High-priority areas for development, alignment, and collaboration 
were identified based on stakeholder input: 
 
Authentication  Automated Indicator Sharing  
Conformity Assessment Cybersecurity Workforce  
Data Analytics  Technical Privacy Standards 
International Alignment Supply Chain Risk Management 
Federal Agency Cybersecurity Alignment 
 

http://nist.gov/cyberframework/upload/roadmap-021214.pdf 
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• Framework for Improving Critical Infrastructure Cybersecurity, available 
at www.nist.gov/cyberframework 
• Share your framework experiences at cyberframework@nist.gov 

 
• Participate in our cybersecurity workshops and comment on our 

standards and guidelines 
 
• Participate through the National Cybersecurity Center of Excellence 

(NCCoE) at http://csrc.nist.gov/nccoe/ 
 
• Follow our cybersecurity activities at http://csrc.nist.gov 
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Where to Learn More and Engage… 

http://www.nist.gov/cyberframework
mailto:cyberframework@nist.gov
http://csrc.nist.gov/nccoe/
http://csrc.nist.gov
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Questions? 
Please identify yourself and your 

organization as you ask your question. 



National Cybersecurity Center of Excellence 
Nate Lesser, Deputy Director 
 
State and Local Government Cybersecurity Framework Kickoff  
March 27, 2014 
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STRATEGY 

GOAL 1 
PROVIDE PRACTICAL 
CYBERSECURITY 
Help people secure their data and 
digital infrastructure by equipping 
them with practical ways to implement 
standards-based cybersecurity 
solutions that are modular, repeatable 
and scalable 

VISION 
ADVANCE CYBERSECURITY 
A secure cyber infrastructure that 
inspires technological innovation 
and fosters economic growth 
 

MISSION 
ACCELERATE ADOPTION OF 
SECURE TECHNOLOGIES 
Collaborate with innovators to provide 
real-world, standards-based 
cybersecurity capabilities that address 
business needs 

GOAL 2 
INCREASE RATE OF 
ADOPTION 
Enable companies to rapidly deploy 
commercially available cybersecurity 
technologies by reducing 
technological, educational and 
economic barriers to adoption 

GOAL 3 
ACCELERATE INNOVATION 
Empower innovators to creatively 
address businesses’ most pressing 
cybersecurity challenges in a state-of-
the-art, collaborative environment 



Introduction to the NCCoE  16 

PARTNERSHIPS 
Established in 2012 through a partnership between NIST, 
the State of Maryland and Montgomery County, the 
NCCoE meets businesses’ most pressing cybersecurity 
needs with reference designs that can be deployed rapidly. 

 FOUNDATIONS 

NIST ITL 
The NCCoE is part of the NIST Information Technology 
Laboratory and operates in close collaboration with the 
Computer Security Division. As a part of the NIST 
family, the center has access to a foundation of 
prodigious expertise, resources, relationships 
and experience.  

NIST CYBERSECURITY THOUGHT LEADERSHIP 

Cryptography 

Identity management 

Key management 

Risk management 

Secure virtualization 

Software assurance 

Security automation 

Security for cloud and mobility 

Hardware roots of trust  
Vulnerability management 

Secure networking 

Usability and security 
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TENETS 

Standards-Based  
Apply relevant local, national and international standards to each security implementation and account for each 
sector’s individual needs; demonstrate reference designs for new standards 

Modular 
Develop reference designs with individual components that can be easily substituted with alternates that offer 
equivalent input-output specifications 

Usable 
Design usable blueprints that end users can easily and cost-effectively adopt and integrate into their businesses 
without disrupting day-to-day operations 

Repeatable 
Enable anyone to recreate the NCCoE builds and achieve the same results by providing a complete practice guide 
including a reference design, bill of materials, configuration files, relevant code, diagrams, tutorials and instructions  

Open & Transparent 
Use open and transparent processes to complete work, and seek and incorporate public comments on NCCoE 
documentation, artifacts and results 

Commercially Available 
Work with the technology community to identify commercially available products that can be brought together in 
reference designs to address challenges identified by industry 
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MODEL 

The NCCoE seeks problems that are 

‣ Broadly applicable across much of a sector, or across sectors 

‣ Addressable through one or more reference designs built in our labs 

‣ Complex enough that our reference designs will need to be based on the 
combination of multiple commercially available technologies 

 

Two kinds of reference designs 

‣ Sector-specific use cases that focus on a business-driven cybersecurity problem 
facing a particular sector (e.g., health care, energy, financial services) 

‣ Technology-specific building blocks that cross sector boundaries (e.g., roots of trust 
in mobile devices, trusted cloud computing, software asset management, attribute 
based access control) 
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USE CASE DEVELOPMENT 

Form small community 
of interest 

Provide input and 
feedback to NCCoE 

Expand 
community 
of interest 

Submit feedback 
on use cases to 

NCCoE 

Offer insights 
on use cases 

Community 
Of Interest 

Support deployment, revision and 
maintenance of products as part of the 

practice guide 

Collaborate to develop reference 
designs 

Evangelize on behalf 
of reference design 
and practice guide 

Deploy, test and 
provide feedback on 
the reference design 

Provide regular feedback on use case builds 

Technology 
Partners Submit letters 

of interest 

Speak at 
sector- 

specific events 

Work with 
COI to identify 
cybersecurity 
challenges 

Host 
sector-
specific 

workshop 

Review & 
circulate 

pre-release 
use cases 

Revise & 
publish 

draft use 
cases 

Revise use 
cases & 

invite 
participation 

from 
technology 

partners 

Receive 
technology 

partners 
letters 

of interest 

Demonstrate 
reference designs 

Discuss 
improvements & 

modifications 

Publish 
reference 

design and 
practice 
guide 

Develop 
composed 
reference 

design 

Form 
build 

teams 
Sign 

CRADAs 
Host 

partner day 
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BUILDING BLOCKS 

Focus on technology-driven security challenges  
Building blocks address a technology-adoption gap common across multiple sectors 
by creating reference designs that follow the center’s primary tenets (standards-
based, modular, repeatable, commercially available, usable, and open and 
transparent). 
 
 
Identify building block 
Security challenges come from technology companies, systems integrators, industry, 
academia, NCCoE staff members, other parts of NIST and other government 
agencies, and the public. 
 
 
Seek public comment 
Building block descriptions include a problem statement and goal, security 
characteristics, approach, architecture, technology component list, and relevant 
standards and best practices. The NCCoE seeks public comment on the applicability 
of the challenge and the validity of the proposed approach, then publishes a revised 
building block description with the public comments and their disposition. 
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BUILDING BLOCKS 

Establish a build team(s) 
The NCCoE works with the technology community to identify security components 
that address a particular challenge. NCEP companies and other product vendors join 
build teams and work with the NCCoE to create reference designs. Depending on 
interest and the diversity of relevant technologies, we may build multiple reference 
designs for a single building block. 
 
 
Create the reference design 
Working with the identified technology components, the build team develops a 
reference design that addresses the building block challenge. 
 
 
Document the reference design 
The reference design is captured in a NIST practice guide along with relevant 
instructions, tutorials, techniques, test sets and outputs, and standards and best 
practices.  
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NCEP PARTNERS 
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NEXT STEPS 

‣Share ideas for use cases, building blocks or 
workshops. 

‣Comment on technical architectures, or suggest 
applicable components. 

‣Provide feedback on our reference designs. 
 
 

Visit http://nccoe.nist.gov 
Email nccoe@nist.gov  
Call 240-314-6800  
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Questions? 
Please identify yourself and your organization 

as you ask your question. 

 



Thomas MacLellan 
Director 

Homeland Security and Public Safety Division 
NGA Center for Best Practices 

March 27, 2014 

THE CALL, THE COUNCIL,  
AND THE FRAMEWORK 
The Emerging Policy and Mission Space  

of the Nation’s Cybersecurity 



National Governors Association (NGA) 

Bipartisan, collective voice of the Nation’s governors 
 
Office of Federal Relations: Represents states on 

Capitol Hill and before the Administration on key 
federal issues 

 
Center for Best Practices: Develops and assists 

states in implementing innovative solutions to 
public policy challenges  
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Resource Center for State Cybersecurity 
The mission of the NGA Resource Center for State Cybersecurity is 
to help governors improve their state’s cybersecurity posture and 
response capabilities by providing strategic and actionable policy 
recommendations that governors can adopt to craft and implement 
effective state cybersecurity policies and practices.  
 

Co-chairs:  
 Maryland Governor Martin O’Malley  
 Michigan Governor Rick Snyder 
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Guiding Principles 
 • Support Governors.  

• Be Actionable.  
• Reduce Complexity. 
• Protect Privacy.  
• Employ Technologically Neutral Solutions. 
• Focus on the State as Enterprise 
• Promote Flexible Federalism.  
• Rely on Evidence-Based Practices. 
• Use and Generate Metrics.  
• Promote the Use of Incentives.  

 28 



The Call 
Act and Adjust: A Call to Action for Governors for Cybersecurity:  
Provides governors with strategic recommendations they can 
immediately adopt to improve their state’s cybersecurity posture. 
 

Recommendations: 
 Establish a governance and authority structure for cybersecurity. 
 Conduct risk assessments and allocate resources accordingly. 
 Implement continuous vulnerability threat monitoring practices. 
 Ensure compliance with current security methodologies and business 

disciplines. 
 Create a culture of risk awareness. 
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The Council 
Formally established by Presidential Executive Order, the Council of Governors 
(Council) serves as a mechanism for governors and key federal officials to 
address matters pertaining to the National Guard, homeland defense, and 
defense support to civil authorities. Consists of 10 governors appointed by the 
President (five from each party) 
 

Cyber Mission: Framework for State-Federal Unity of 
Effort on Cybersecurity.  
Establishes basic principles and a list of key areas for collective effort, such as 
establishing roles and responsibilities, improving information sharing and 
enhancing operational coordination.  
• Not intended to be an exhaustive list of specific requirements, but rather a 

tool to facilitate and measure progress. 
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The Framework 
The Call directly supports the NIST Framework 
for Improving Critical Infrastructure 
Cybersecurity in two ways: 
 
Implement continuous vulnerability threat 

monitoring practices. 
Ensure compliance with current security 

methodologies and business disciplines. 
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Moving Forward:  
Other Areas, Other Thoughts 

• Improving state and federal coordination 
• Enhancing the role of fusion centers in supporting a 

cybersecurity mission 
• Ensuring a skilled cybersecurity workforce 
• Securing critical energy systems and infrastructure 
• Determining effective cybersecurity governance 

structures 
• Modeling state cybersecurity legislation 
• Developing effective public-private partnerships 
• Identifying state cybersecurity requirements 

32 



 
Thomas MacLellan 

NGA Center for Best Practices 
Homeland Security and Public Safety Division 

tmaclellan@nga.org 
202-624-5427 
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Questions? 
Please identify yourself and your organization 

as you ask your question. 
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States at Risk: 
Cybersecurity in  

the States 

State and Local Government Cybersecurity Framework Kickoff  
National Cybersecurity Center of Excellence  

March 27, 2014 
 
 

Doug Robinson, Executive Director 
National Association of State Chief Information Officers  



Cybersecurity threats! New technologies, new risks, 
governance is hard, collaboration needed 
 
Fiscal recovery:  CIOs still seeking IT operational cost 

savings, alternative IT sourcing strategies and collaboration 
 
State CIO Balancing Act:  supporting legacy,  business 

process transformation, innovation 
 
State-Federal symbiotic relationship: program execution   

 
State CIO transitions, continuing IT workforce retirements, 

skills gap, recruiting challenges 

Today’s State IT Landscape 



2. Consolidation/ 
Optimization 3. Cloud Services 1. Security 

7. Mobile Services/ 
Mobility 

6. Budget and Cost 
Control 

8. Shared Services 

10. Health Care 

9. Nationwide Public 
Safety Broadband 
Network 

  4. Project & Portfolio 
Management 5. Strategic IT Planning 

State CIO Priorities for 2014 

Source: NASCIO State CIO Survey, November 2013 



State Governments at Risk!  

 States are attractive targets – data! 
 More aggressive threats – organized 

crime, unorganized crime, hacktivism   
 Critical infrastructure protection 
 Emerging technology and services 
 Data on the move 
 Lack of broad executive support 
 Enterprise authority unclear 
 Need more training, awareness 
 

 
 



© Grant Thornton LLP.  All rights reserved. 

CIOs seeking enterprise approaches 
and solutions - governance 
 
Cybersecurity requires governance 
and investment 
 
Outsourcing and the use of shared 
services models increasing 
  
Consolidation and cloud services 
growing 
 
Dissatisfied with IT procurement  
 
 



© Grant Thornton LLP.  All rights reserved. 

Cybersecurity 
 

States are adopting a cybersecurity framework and implementing 
monitoring capabilities. 



© Grant Thornton LLP.  All rights reserved. 

Cybersecurity 
 



“…the need for security  
professionals to continue 
monitoring and cross-walking a 
wide variety of security policy, 
standards, implementation 
guidelines and controls.”  
 
“This creates a playing field 
within enterprise IT security in 
state governments that is 
uneven, sometimes confusing, 
and consistently challenging for 
security leadership.”  



NASCIO’s 2011 Cybersecurity Call to Action 
Key Questions 

 Does your state government support a “culture of information security” 
with a governance structure of state leadership and all key stakeholders? 

 Has your state implemented an enterprise cybersecurity framework that 
includes policies, control objectives, practices, standards, and 
compliance? 

 Has your state invested in information technologies that provide 
continuous vulnerability management and protect against critical cyber 
threats on an ongoing basis? 

 Are security metrics available in your state that accurately measure and 
report intrusion attempts, penetrations, vulnerabilities and security 
breaches? 

 Have state employees and contractors been trained for their roles and 
responsibilities in protecting the state’s cyber assets? 



Awareness and Education 

Best Practices and Tools 

Enterprise Approaches and Governance 

Promoting Cybersecurity in the States 

NASCIO Resources: www.nascio.org/advocacy/cybersecurity 



States at Risk: NASCIO on Cybersecurity 
 

NASCIO will work with Federal Partners to: 
 

Promote enterprise state adoption of the NIST 
Framework and monitor 

Incentivize and support maturing public sector 
cybersecurity governance 

Create a State overlay to complement the NIST 
Framework 

Build Public Sector IT Workforce Programs 



  

Follow us… 

States at Risk: 
Cybersecurity in  

the States 

drobinson@nascio.org 

http://images.google.com/imgres?imgurl=http://californiaonecare.org/images/twitter-icon.png&imgrefurl=http://californiaonecare.org/&usg=__pXndPddNEZNsCm2KH--duzb8wTM=&h=256&w=256&sz=28&hl=en&start=8&tbnid=j7de1aAYKAVYfM:&tbnh=111&tbnw=111&prev=/images?q=twitter+icon&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.irex.org/images/global/icons/facebook-icon.png&imgrefurl=http://www.irex.org/programs/muskie/index.asp&usg=__-b4yk1JO7unTVwn7ZXXHE5-Hk7A=&h=256&w=256&sz=22&hl=en&start=4&um=1&tbnid=xiJFcn8U73gSPM:&tbnh=111&tbnw=111&prev=/images?q=facebook+icons&hl=en&rlz=1T4ADBF_enUS320US320&sa=N&um=1


  

Follow us… 

Questions? 
Please identify yourself and 

your organization as you 
ask your question. 

 

drobinson@nascio.org 
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Break 
 

We’ll resume in 15 minutes 



P R O G R A M  O V E R V I E W 
and SLTT Resources  

Welcome to the community. 



Administration Policies 

Cybersecurity Framework 

Critical Infrastructure 
EO 13636  highlights the need 
for improved cybersecurity 
among critical infrastructure. 
PPD-21 calls for efforts to 
strengthen the physical and 
cyber security and resilience 
of our Nation’s critical 
infrastructure. 

Ranging from emergency services and 
transportation systems to SLTT 
governments, the U.S. critical 
infrastructure provides the essential 
services that underpin American society. 

One of the major components of 
the EO is the development of the 
Framework by NIST to help SLTT 
governments reduce and manage 
their cyber risk as part of their 
approach to enterprise risk 
management. 

• Framework 
implementation guidance 

• Focal point for resources 
and tools 

• Relationship management 
• Feedback collection  

OUR ROLE 
 



• The C3 Voluntary Program website offers an overview of 
the program, downloadable tools, and outreach 
materials 

 
 Visit us at www.dhs.gov/ccubedvp 

 
• Links to the US-CERT C3 Voluntary Program gateway 

• Existing programs/resources have been aligned with the Framework 
Core Function Areas (Identify, Protect, Detect, Respond, Recover) 

• Broken out by stakeholder type 
• Demonstrates offerings to support the Framework’s principles 

 
 

Critical Infrastructure Cyber 
Community Voluntary Program 

 

http://www.dhs.gov/ccubedvp


 
• DHS will support use of the Cybersecurity Framework 

primarily through the Cyber Resiliency Review (CRR).  
 

• No-cost, voluntary, non-technical assessment to evaluate an 
organization’s information technology resilience.  

• The CRR may be conducted as a self-assessment or in-person.  
• To date, DHS has conducted more than 330 CRRs at the request of 

critical infrastructure entities nationwide.  
• The inherent principles and recommended practices within the CRR 

align closely with the central tenets of the Cybersecurity Framework.  

 
• Analyzes current practices and how they compare to the 

principles of the Cybersecurity Framework.  
 

Cyber Resilience Review 
 



 

State, Local, Tribal, and Territorial 
Cybersecurity Engagement Program  

 
• The mission of the SLTT Cybersecurity Engagement Program is to build 

partnerships with non-Federal public stakeholders including governors, mayors, 
State HSAs, CIOs and CISOs to advance the Department’s mission in protecting 
critical network systems. The Program also grant funds the Multi-State 
Information Sharing and Analysis Center (MS-ISAC). 
 

• MS-ISAC 
• Designated by DHS as a key resource for cyber threat prevention, 

protection, response, and recovery for the nation’s SLTT governments 
• DHS is funding deployment and implementation for Managed Security 

Services via the MS-ISAC to States and Territories that adopt the NIST 
Cybersecurity Framework. 

• Adoption is measured by State and Territory participation in programs and 
initiatives outlined by the Framework’s five key areas 
 

For More Information Contact Us at SLTTCyber@hq.dhs.gov 
 

 



 

2013 Nationwide Cyber Security Review 
 

 
• Survey to determine SLTT governments‘ cyber security risk 

awareness 
 
• Completed via a partnership between DHS, CIS MS-ISAC, 

and NASCIO 
 

• A total of 304 government entities responded (87% increase 
from 2011) 

 All 50 States 
 93 Local Governments 
 151 State Agencies 
 8 Academia 
 2 Tribal Governments 

 



 

 
 

 Questions? 
Please identify yourself and your 

organization as you ask your question. 



PANEL DISCUSSION  

Moderator: Elliot Schlanger, CISO, State of Maryland 
 

Panelists 
• Chris Boyer, Assistant Vice President for Public Policy, AT&T 

• Danielle Kriz, Director, Global Cybersecurity Policy, 
Information Technology Industry Council 

• John S. Miller, Director of Cybersecurity Policy and Strategy 
Senior Counsel, Security & Privacy, Intel 

• Angela McKay, Director for Cybersecurity Strategy and Policy, 
Global Security Strategy and Diplomacy, Microsoft 

• Ken Durbin, Continuous Monitoring and Cybersecurity 
Practice Manager, Symantec 

 



Questions? 
Please identify yourself and your organization 

as you ask your question. 

 



Group Discussion 
• How current initiatives fit together 
• Identification of gaps and future work 

needed 
 

Please identify yourself and your organization 
when contributing to the discussion. 



Way Forward 
• Prioritization of next steps 
• Identification of leads for follow-on work 
• Discussion of future related meetings 

 
Please identify yourself and your organization 
when contributing to the discussion. 



National Security Council  
• Concluding Comments 
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