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Well Defined Product Interface — Profile
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ANSI/CTA 709.6 - 153 Device Profiles

SFPTactuateDrive
SFPTactuateDriveFan
SFPTactuateLight
SFPTactuateSunshade
SFPTactuateTemperatureSetpoint
SEPTairQualityControl
SFPTairQualityMeasurement
SFPTairTemperatureSensor
SFPTairVelocitySensor
SFPTanaloginput

SFPTanalogOQutput
SFPTaudibleFireIlndicator

SFPTautomaticlightController
SEPTautomaticSolarControl

SFPTautomaticThermalControl

SFPTautomaticTransferSwitch
SEPTautomaticTwilightControl
SFPTboilerController
SEPTcalendar
SEPTchannelContinuityMonitor
SFPTchannelMonitor
SEPTchilledCeilingController
SEPTchiller
SFPTclosedLoopActuator
SEPTclosedlLoopSensor
SFPTclothesWasherDomestic
SFPTco25ensor
SEPTconstantLightControl
SFPTconstantLightController
SFPTcontrolDriveActuator
SEPTcontrolDriveActuatorFan
SFPTcontroller
SEPTcontrolRoomUtilisationTypes
SFPTdamperActuator
SFPTdatalogger
SFPTdaylightDependentlighting
SEPTdeviceMonitor
SFPTdewpointMonitoring
SEPTdischargeAirController

SFPTelevatorArrivalGong
SFPTelevatorDirectionlantern
SEPTelevatorFireSystemsPort
SFPTelevatorHallLantern
SFPTelevatorPositionindicator

SEPTelevatorVoiceAnnouncer

SFPTenergyModeSelection
SEPTenergyModeSelectionWithStartOpt

SFPTnightTimeCooling
SFPTnodeObject
SFPToccupancyController
SFPToccupancyEvaluator
SFPToccupancySensor
SFPTopenlLoopActuator
SFPTopenloopSensor
SFPToutdoorBrightnessMeasurement

SFPTsccUnitVentilator
SFPTsccVAV
SFPTsceneController
SFPTscenePanel

SFPTscheduler
SFPTschedulerSimple
SFPTselectRoomUtilisationType
SFPTsequenceControl

SFPTentryExit

SEPTfanCoilUnit

SEPTfanControl

SFPTfireSmoke DamperActuator
SFEPTfrostSensor
SEPTfunctionSelection
SFPTgeneratorSet
SFPTglobalSolarRadiation
SEPThardwiredFireAlarmShutdown
SFPThardwiredFullVentilation
SEPThardwiredGasDetectionShutdown

SFPToutdoorlLuminairController
SFPTpartitionWallControl
SFPTpartitionWallController
SFPTprecipitationDetection
SFPTpresenceDetection
SFPTpressureSensor
SFPTpriorityControl
SFPTpullStationFirelnitiator
SFPTpumpController
SFPTrailcarAudioController
SFPTrailcarAudioSensor

SEPThardwiredRecirculation
SFPThardwiredSafetylnstrumentedSyste

SEPTrainSensor
SFPTrealTimeBasedScheduler

msIS

SEPTheatPump
SFPThvacRelative HumiditySensor
SEPThvacTempSensor
SEPThvacValvePositioner
SFEPTidentifierSensor
SEPTisiKeypad
SFPTisiLampActuator
SFPTisiMonitorPoint
SEPTisiOccupancySensor
SEPTisiSunblindActuator
SEPTlampActuator
SEPTlightActuator
SEPTlightControl
SEPTlightingPanelController
SEPTlightSensor
SEPTmanipulatedValuelLimiting
SEPTmodemController

SFPTrealTimeKeeper
SFPTrefrigDisplayCaseController Defrost

SFPTsetpointCalculation

SFPTshadowCorrection
SFPTsignalPresence
SFPTsingle PhaseSubMeter

SFPTslatTracking
SFPTsmartLuminaireController

SFPTsmokeFirelnitiatorConvent

SFPTsmokeFirelnitiatorintelli
SFPTspaceComfortController
SFPTstairwellLightControl
SFPTstaticProgrammable
SFPTsunblindActuator
SFPTsunblindController
SEPTsunshadeActuator
SFPTswitch

SFPTrefrigDisplayCaseControllerEvaporat

SFPTtelephoneDirectory

or
SFPTrefrigDisplayCaseControllerThermos

SEPTtemperatureControl
SFPTthermalFirelnitiator

tat
SEPTroofTopUnit
SFPTroomBrightnessMeasurement
SFPTroomSupplyAirTemperatureMC

SFPTthermostat

SFPTtimeProgram

SFPTtwilightControl
SFPTunitHeater

SFPTroomSupplyAirTemperatureSC
SFPTsccAHU

SEPTsccChilledCeiling
SFPTsccCommandModule
SFPTsccFanCoil

SEPTsccHeatPump
SFPTsccRadiator

SFPTsccRooftop
SFPTsccSelfContained

SFPTunitVentilatorController
SFPTuniversalFirelndicator

SFPTuniversalFirelnitiator
SFPTutilityDataloggerRegister
SFPTutilityMeter

SEPTvariable AirVolume
SFPTvariableSpeedMotorDrive
SFPTvisibleFirelndicator

Source: www.lonmark.org



http://www.lonmark.org/

System Testing — Building Example

* Interoperability

e Subsystem to
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e Network
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Testing and Certifying Enterprise Systems
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Convert Data to
Information
Contextual, Temporal,
Location
Historical/Real-Time
Shared Information
Common Infrastructure
Operations and
Maintenance Focused
Documentation and
Training




Testing and Certifying People

e Product Designer e Proficiency e Training classes
e System Designer e Professional e Hands On
e Integrator Credential Experience
e Maintenance e Qualifications e Online/Lecture
e Operations e Subject Matter e Credentialing Test
e Management Expertise e Continuous
e Skills and Abilities Education

T
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Professional Credentials

LONMARK® International Credentialing Program
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CONSULTING

Ron Bernstein
RBCG Consulting

ron@rb-cg.com
WWW.rb-cg.com
858-756-9923
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IEEE Conformity Assessment Program
(ICAP) — Test Program Development

Value Proposition for Testing & Certification

Ravi Subramaniam

July 9, 2018



The IEEE Standard’s Lifecycle

The IEEE Conformity
Assessment Program
(ICAP) 1s part of Standards

Implementation within an
IEEE Standard’s Lifecycle.

Conformity Assessment
* Provides assurance
and confidence a
product or service
meets requirements
* Empowers the user to

Conformity Assessment can make better

take the form of Product purchasing decisions

Certlﬁc.atloon,.  Benefits the supplier
Comrmss1or?1.ng, as products may gain
Interoperability,

e market acceptance
Accreditation, etc.

IEEE STANDARDS ASSOCIATION < IEEE
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Evolution of Conformity Assessment Programs

How do Testing & Certification Programs get formed within IEEE?
Spurred by a stakeholder community IE E E
Testing requirements implemented within standards
Emphasis on Interoperability

Challenges to stand up a testing, certification & interoperability program
Establishing the value proposition “Demand Driver”
Expertise does not exist within standards working group

Programs take time & resources to develop

IEEE Certification Committees
Program specific committees (volunteer-driven) lead T&C 1initiative

Advise ICAP on specific program elements

Act as advocates for the testing and certification program

IEEE STANDARDS ASSOCIATION

T
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Why Certification is important?

B ARRA funded deployment of Synchrophasor technology

ENIST.IR.8106 indicated 8 out of 10 PMUs tested were not compliant to IEEE
Synchrophasor Measurement TSS.

B Tested to M & P class settings under various configurations

B Test Program allowed for vendors to improve products and resubmit for testing — results are
reflective of improvements

B PMU performance varies significantly from model to model, configuration to configuration

B Testing and Certification helps differentiate between compliant and non-compliant
PMUs

® |EEE initiated the Synchrophasor Conformity Assessment Steering Committee

B Uncovers gaps in standards (TSS) allowing for improvement and revisions to standard

® Ability to operate applications that utilize PMU data as inputs more confidently
BTRUST BUT VERIFY

IEEE STANDARDS ASSOCIATION < IEEE

4



IEEE — Conformity Assessment Program (ICAP)

Power and Energy Portfolio:
Phasor Measurement Unit (PMU) — IEEE C37.118
PTP Power Profile — IEEE C37.238
COMTRADE - IEEE C37.118
Distributed Energy Interconnection — IEEE 1547/1547.1
Smart Energy Profile — IEEE 2030.5
IEEE Nuclear Equipment Standards — IEEE P60780 — 323
EV Charging — IEEE 2030.1.1

IEEE STANDARDS ASSOCIATION < IEEE
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Thank You!

IEEE Conformity Assessment Program
http://standards.ieee.org/icap

Ravi Subramaniam
r.subramaniam(@ieee.org

IEEE STANDARDS ASSOCIATION



http://standards.ieee.org/icap

Benefits of Implementing a
Conformity Assessment Program

Benefits of conformance test before deployment implementation
Early identification of non-conformances
Exact functionality of the protocol is identified

Multi-vendor solutions will have interoperability 1ssues — helps identity
such issues

New offerings will have bugs — helps to catch to catch them
Reduces the vendot’s cost / need for re-tests for different end-users
Establishes a baseline for performance expectation

FEases interoperability

Transparency based on common implementation / Test Authority

IEEE STANDARDS ASSOCIATION
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C37.118 - Synchrophasor Certification Program

Purpose of the program is to enable PMU Manufacturers to demonstrate conformance
to IEEE C37.118.1a — 2014

I E E E Three certified PMUs to the 2014 version of C37.118 on the ICAP Certified Registry.
SCHWEITZER

B Ui SEL!
N/71=>1 ENGINEERING
Certified vizimax (SELJmenerne — SIEMENS
C37.118.1a-2014 Revision of the IEEE Synchrophasor Measurement Test Suite Specification (TSS) coming soon
Synchrophasors in order to align with updated standard

IEEE PMU Certification Pricing guide available on like for testing and certification
fees. http://standards.ieec.org/about/icap/icap_form.html

Consumers Energy (Jackson, MI) was the first ICAP Accredited Lab and offers
complete testing capabilities to the TSS

More Info on Consumers Energy at www.laboratoryservices.com

T

8
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1547 Commissioning Conformity Assessment

ICAP has completed two IEEE 1547 Commissioning Pilot’s that showcase the CA program’s
Commissioning Template and Checklist’s in-depth review of the DER Interconnection’s
ability to meet the requirements of IEEE 1547.

IEEE STANDARDS ASSOCIATION

The program is led by a Steering Committee representing all facets of the DER community.

IEEE-SA Conformity Assessment Program

RCCCﬁﬂy pub]ished White Paper summarizing the IEEE 1547 Commissioning Conformity Assessment of DER Interconnection
. Installation for Conf ith
Assessment Program and how it relates to the current 1547 efforts. g e HLL

Available on the ICAP Website

IEEE 1547 Workshops -G
Minnesota Public Utilities Commission and the Organization of MISO — March 2018. K:..ies;:;ar
Content and discussion geared toward Regulators and Policy making for IEEE 1547
Additional Wotkshop conducted with FERC in Washington, D.C. (Aug. 2017) and <IEEE
PacifiCorp in Portland, OR (Oct. 2017) ESTRRRAGAECK S0 (%) | G o =
Presentations included IEEE 1547 experts from NREL, NERC, EPRI, National Grid, and
IEEE

Revision IEEE 1547-2018 was published April 2018 — IEEE Xplore and Techstreet

IEEE STANDARDS ASSOCIATION



http://standards.ieee.org/about/icap/interconnect_der.html
https://ieeexplore.ieee.org/document/8332112/
https://www.techstreet.com/standards/ieee-1547-2018?product_id=1983168

Enabling Distribution
Optimization Through
MultiSpeak

Yesterday, Today & the Future

Alvin Razon, Senior Director Distribution Optimization

June 26-27, 2018



Foundational Attributes of Future Grid

SMART GRID

Secure Communication
MNetworks

CYBERSECURITY

75 Years cracii DSO functionality is built on the Smart Grid concept supported by Data Analytics, Secure
NREC A Communication Networks and Interoperable Systems. All resting on a solid base of Cybersecurity.




YESTERDAY: Expensive & Unsecured Custom Interfaces

Expensive Custom Integration ($300

per line of code)
$3Billion out of $9B DOE ARRA Grant /(&3
Spent on Custom Interfaces
Potential Attack Vector for each _y( Acuar);
Custom Interface

Unsecured! No Testing & Certification @usoa

| (
Traditional IT Data Structure @Jrva)en’r ' OMS)

INTERFACES (EA) (e ) (s
PRE-MULTISPEAK 4

Courtesy of White River Valley Electric/Chris Hamon Cj

® America’s Electric Cooperatives




TODAY: NRECA Distribution Optimization (DO) Team

~ MultiSpeak




MultiSpeak: ECOSYSTEM of Solutions

“ Multi Speak’

DE-RISKING Technology Integration

 Used by 800+ Utilities in 21+ Countries Worldwide
e Cost-effective, Real-time, Cybersecure, Scalable, Testable & Certifiable



What's In it for YOU?

Increasing VALUE to our members — Online WEB PORTAL

I3MS Membership Management System
with Credit Card Payment (NOW LIVE!)

Subscription Payment Confirm Payment Receipt/Invoice

Auditing Membership Utility Membership Sponsarship

$5,000/year

$1,200/year $500/year

Auditing membership is: (i} Utility Membership is $500/year for For trade organizations or

$1,200/year, or (ii) $400/year for NRECA voting member electric
NRECA voting members that are not cooperative utilities and

software vendors or utilities.

§$1,200/year for non-members.

to advance the MultiSpeak

specification.

See More..

Subscribe

Subseribe

Subscribe

governmental entities that may

wish to provide significant funding

Multispeak

America's Electric Cooperatives

Online (E-learning) Video Training
(2018)

Online Testing Harness
Beta (2018)

INTERNATIONAL Membership




Increasing VALUE to our members

DA SO

Distribution Switching
Automation Orders

AVL OA WT0

; Ovtage
l‘"""h'[.le Management Work
ocation

CH oD Originator

e WTP
Call i b

: z Work
MR Handling HAN Pelutiien WIG Performer

Meter HAN
Reading Communication Work Task

) SCADA Generator SCHED

Connect / Supervistory
Disconnect Control & Data Work

DR Acquisition NOT Scheduler

Demand o
Response Notification

Services

MultiSpeak Marketplace, MultiSpeak Ecommerce Store & More...
2018




Use Case Studies

Value of Enabled MultiSpeak® Processes

 WIN Energy
 CIS to Staking = $4,000/yr Savings
 AMI to CIS = $6,000/yr
 AMI to OMS = $60,000/yr
* GIS to CIS = $3,000/yr

 Wake EMC
 AMI to CVR = $658,000/Yr Savings

 More MultiSpeak® story to come....

’ ears of Service : )
%@ NRECA “MultiSpeak



FUTURE “Tomorrow” (DO):

Interconnected systems ENABLING Real-Time 2 way DATA and ENERGY

GridState
( ( STAKE) ﬁﬁgﬁénﬁj\nodelmg
w - Framework
Courtesy of White River Valley Electric /Chris Hamon Cl E:»:,;‘q‘ |
,/z’ NREC A VALUES & BENEFITS: Reduction of Losses in Capital Expenses, Outage/Restoration Cost,
4 e’ Custom Integration Cost, Cybersecurity and Resiliency
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JOIN the MultiSpeak® Famil

Alvin Razon alvin.razon@nreca.coop 1-703-217-2199
Senior Director — Distribution Optimization

4301 Wilson Blvd.
Arlington, VA 22203

Visit NEW website www.MultiSpeak.org

% ﬁRECA @ﬂultiSpeaK

America's Electric Cooperatives


mailto:alvin.razon@nreca.coop
http://www.multispeak.org/

Utility CEO’s CONCERNS & Feedback!

* CONCERNS: “De-risking Technology
Integration, Cost Avoidance, Compatibility, Risk
Mitigation & Cyber Security”

= “By utilities investing in MultiSpeak today, we are
securing OUR Technology Integration & Cyber
Security challenges of tomorrow”

= “Invest Now and Avoid expensive Retrofits
tomorrow”

= “MultiSpeak is like electricity, the value is NOT
realized until it TURNS-OFF”

™

“ Multi Speak’




New V5 Testing and Certification

* New T&C program is Function Set based S
; h . WK™
« Comprehensive Interoperability Testing ck
Eliminate time consuming Pair-Wise testing
Provide Tech Support (use case library) via new Web Portal %
Reduce Cost - Man Power & $ Money

e Beta Version by Q3 2018

o Complete function sets/Business process, not individual
methods

 Use Cases with Complete Testing Requirements

» Tested & Certified products & vendors posted at
MultiSpeak.org

75 Years of Service

o e 1,
% NRECA '@Mﬁu ItiSpeak’

America's Electric Cooparativ




Cybersecurity for ICS

Metering and Service Work Management Work Order Accounting and Customer Billing and
Management Inventory PAN Management
cD RM SA waG ASM F A PPM
Connect)/ Resournce Scheduling & Waork Assembly Finance & Prepaid Customer Cnmmissinning
Disconnect Management Assignment Generator Management Accounting Metering Billing & Provisioning
MDM PG
:1R W WR wpP wo INWV Pavrncnt Meter Data Payment
eter Work Work Work Work Invee o ry 2k -
Reading Viewer Requester Performer Owner Manage ment Processing T L A
F
rPUB - = NOT
Subscription MultiSpeak® Web Services Bus
Ma ment Motification
cH oD sSWO DA DM LI MM EA MOoD Gis
Call Outage Switching Distribution Demand < ribut: Message Engineering MNetwork Model Geographic
Handling Detection Orders Automation Manage ment Bt A8 Management T;.’n::::s e 'Mso:mo“
DR PAN LocC AmM
drell | IEororg | PR | B Oemand PN et asten I, Unsermroums et
e Analysis Tracking Ac Isition Response Communications — —= Facility Locations Management
Outage Management & Distribution Operations Demand Response Distribution Engineering, Planning & Construction

MultiSpeak
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Interoperability — Testing and Certification
Howard Self




Interoperability Goals

OUR DEVICE
CONFORMS TO ALL
INTERNATTONAL
STANDARDS FOR
COMMUNICATIONS.

IN OTHER WORDS,
IT DOESN'T DO
ANYTHING USEFUL
AND TT'S NOT YOUR
FAULT .

© 1994 Unned Feature Syndcate, inc.

e ———

15 THERE DO YOU
SOMEBODY HAVE MY

LESS B0OSS'S
EXPERIENCED NymBER?

I COOLD \
TALK TO?

©ABB

© ABB Inc.
August 6, 2018 | Slide 2

ABD



IEC 61850 — Interoperability Goals

The goal of the IEC 61850 series is to provide interoperability between the |IEDs from different
suppliers or, more precisely, between functions to be performed by systems for power utility
automation but residing in equipment (physical devices) from different suppliers.

Interoperable functions may be those functions that represent interfaces to the process (for
example, circuit breakers) or substation automation functions such as protection functions.

61850-7-1 © |IEC:2011

AL Ik HD
FRmow



ABB System Verification Center (SVC) — Why do we test?

e Ensure a common understanding for the system integration of products

 Ensure a common understanding for the engineering process based on system tools and
product native tools

 Aim at a consistent philosophy within systems & products

e |dentify and document gaps between system requirements and product deliveries

* Improve the quality of the system solution in architecture, integration and performance

 Decrease demand for specialized expertise within a system project

e Build up integral know how in testing and system integration of third party products

 Reduce the negative financial impact on project execution when using new or updated
technology in customer projects

AL Ik HD
FRmow



What test should be run?

Conformance Type Test Product System Test

System Verification & Validation

Stand-alone Product test Single Product Verification in a
e Performance test for local small, stable system
functions like: * Baseline set of tests
e Trip times performed to assure the
e VRT/FRT product integration into a

system does not impact
system performance

e Conformance against the
standard (IEEE, UL, DNP, IEC
61850, etc.)

System integration test in a
reasonably large system

* Long-term stability test

* Engineering integration tests
* Engineering guideline tests

* Network loading

* Functional applications

e Startup time

* Time synchronization

AL Ik HD
FRmow
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