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What Do We Mean by RISK IS MONEY

ESSENTIALS OF RISK MANAGEMENT:

1.PON'T DO ANYTHING WRONG TODAY.
2. DON'T PO ANYTHING WRONG TOMORROW.
3. REPEAT.

"MAYBE WE SHOULD TRY A DIFFERENT
SECURITY APPROACH THIS YEAR.”

Cyber Security is not an IT Concern it is a Business Risk
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Why Is Risk Money?

SHAREHOLDERS

Fund Risk
To minimize loss
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Why Is Risk Money?

BOARD OF
DIRECTORS

Fund Risk
Minimize loss
support shareholders

-y
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Why Is Risk Money?

SECURITY
LEADERSHIP

Validates Risk
In terms of profit or loss

.
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Why Is Risk Money?

Communicates Needs, Solutions
In terms of risk to profit or loss
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Why Is Risk Money?

Sharehold Fund Risk
areholders To minimize loss

B_oard of Fund Risk

Directors Minimize loss

support shareholders
Security

Leadership

Validates Risk
In terms of profit or loss

Cyber 225 Communicates Needs, Solutions
Practitioners In terms of risk to profit or loss
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Why Do | Care? Why Should Government?

» You are going to spend money on security either way
— As security practitioners, we want to maximize success

» Even without shareholders, there are a finite amount of resources
that need to be prioritized

— The risk-to-dollars intersection enables prioritization
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The Stages of Grief

“If | spend enough

“This is money, security
unlikely/won’t will happen.”
happen to us”

Bargaining Depression

Denial Anger
—_— —I:e*t-?get to Accep*t-ance— I
First, there was Then there was’A ollowed by Then Depression
Denial after an InC|_c|_ GETHERargamlng Sets In

“If | can’t prevent
“Why did this it, why should |
happen spend the
to us?” money?”
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Breaking the Cycle

Cyber Security is inherently based on the needs of the business.

Current State: Driven by Future State: Driven by business risk,
vulnerabilities Informed by cyber threat
and detection Intelligence
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Risk
Driven Cycle

Yo’
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Inputs to Task Execution
Do Not Equal Business Risk
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What Senior Leaders Focus On

Shareholder

Market
Performance

Reputation
with
Customer

Economic
Performance

What is NOT the Focus: Cyber Security
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Enabling Cyber Security Practitioners

Security _ Technical
Leadership Knowledge

Enabling
Practltloners

Solutlon I Business
Provider Awareness

Empowers Practitioners to Make Business-Informed Decisions
Increases their ‘Connectedness’ to The Business

5 * leidos

© Leidos. All rights reserved.




- -

Empowering Leadership

Board of
Shareholder Directors

» Focus on cyber risk in terms of money

» Financial grounding translates cyber risk into Empowering
common language Leadership

» Empowers them to make informed

ol : Solution Security
decisions on cyber risk S rovidar Loadtershin

The Risk that Remains is The Result of a Conscious Choice
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Getting to Acceptance

STAKEHOLDERS

F DIRE
CURY Crg
oP %
§

Think in Terms of Business Risk Strategy RV LEADE,

\y
g %

Risk = Likelihood x *Overall* Potential

_ Strate RISK |RISK RISK
Cyber Risk =

Making Your Business Case

Cyber Risk MUST be Thought of in Terms of Money at ALL Levels of The Organization

\
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The New Era of Cyber Risk

» All industries are driven by BUSINESS RISK,

>

not threats alone MEDIUy,

gﬁcuRI 7)’

Driven by Risk

Cyber risks must be tied to money, or it lacks
business value

The risk-to-dollars intersection enables
prioritization

Cyber risk assessment empowers non-security
leadership
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Summary

o AKEHOLDERS
Board of

3] :
P»V‘DO REcr, Shareholder Y Y ). Directors

Security Technical
Leadership Knowledge g ORTY LEADE,?S

¢ %

_ ) Empowering
Enabling Risk Leadership

Practitioners Strategy

Solution Security
Solution Business Provider Leadership
Provider Awareness

By Empowering Practitioners to Understand a Risk Strategy you are
Empowering Leadership to do Their Job and Succeed
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