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DroneSense
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Software-as-a-service drone 
platform for Public Safety

Flight Control App
Video Streaming
Fleet Management
Remote Operations



Public Safety Drone Ops are Saving Lives
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But Drones Introduce Risk Too
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Public Safety Risk Assessment
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An agency needs an honest assessment of Cyber and AI risk

Neither fit neatly in traditional cyber risk assessments
Early adopters accept greater technical risk
Local risk may increase while global risk decreases



Apples and Oranges
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As a community member, I might 
have a different risk equation:

Fear of crime or hazards
Trust for Law Enforcement
Is a drone going to fall on me?
Is a drone going to collide with 
an aircraft I’m in?
Am I willing to pay more taxes?



Let’s Start with Cyber Risk

Address the Confidentiality, Integrity, and 
Availability individually and as a complete 
system:

Hardware
Software
Network and Communication links
Server architecture
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Public Safety Requirements

Affordable
Cutting Edge
Secure/Reliable
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Public Safety Requirements Slide 2

Affordable
Cutting Edge
Secure/Reliable

Pick Any Two
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Assessing Cyber Risk

Use appropriate industry-standard 
accreditations:

SOC 2
ISO 27001
FedRAMP
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Assessing Cyber Risk Slide 2

Use appropriate industry-standard 
accreditations:

SOC 2
ISO 27001
FedRAMP

…but be realistic
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AI is Something Completely Different
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Or is it?

Fundamentally still software
Runs on servers
Should have all the same cyber protections

…but Public Safety must understand the unique risks with AI



AI is Creating Enormous Opportunities 
for Public Safety

National Institute of Justice breaks AI opportunities 
for Public Safety into four key areas:

Video and Image Analysis
DNA Analysis
Gunshot Detection
Crime Forecasting
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AI is Creating Serious Challenges 
for Public Safety
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AI Benefits and Risks are Greater When 
Coupled with a Drone

A drone gives AI an ability to act

Target recognition and tracking
False positives/negatives
Unpredictable “edge” cases

263



Rely on Existing Frameworks

NIST AI Risk Management
Framework
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AI Impact Assessment
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Examples AI use at various potential Impact Levels

Enhanced administrative reporting (Low)
Predictive maintenance (Medium)
Flight Control (High)



Back to Basics
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Define the risk posed by a drone or AI 
system:

1) the possible negative impact, or 
magnitude of harm

2) the likelihood of occurrence



AI Risks for Public Safety
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Some sample questions for Public Safety to ask purveyors of AI-enhanced 
systems

What does it actually do? How does it work?
How will it use our data?
How (and how often) is the model updated?
How could it impact us if it goes wrong?

Must be able to answer these questions using absolutely NO JARGON



Privacy, Bias, and Community Trust
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UAS platforms must be secure and reliable but how do we measure the 
less tangible effects on society?

How does the system protect privacy?
What elements could create biases?
Is my deployment model equitable?



Privacy, Bias, and Community Trust – Slide 2
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UAS platforms must be secure and reliable but how do we measure the 
less tangible effects on society?

How does the system protect privacy?
What elements could create biases?
Is my deployment model equitable?

Am I using this thing correctly?



Privacy, Bias, and Community Trust – Slide 3
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UAS platforms must be secure and reliable but how do we measure the 
less tangible effects on society?

How does the system protect privacy?
What elements could create biases?
Is my deployment model equitable?
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